Horosop Ne ECII/1/30376/26
00 OKa3aHNH YCJIYT IOPUAHYECKOMY JINLY, PUMHAHCHPYEMOMY M3 COOTBETCTBYIOLIEr0 OK0IKeTa

r. AcTpaxaHb « 10 » deBpamnst 2026 r.

IIyoiuunoe axkumonepHoe o0mecTtBo «Pocresekom» (ITAO «Pocresiekom»), HMeHyemMoe B
nanpHelimem «Onepatop», B nune llpencrasurens [TAO «Pocrenekom» ®apadonoBoii TarbsHbI
I'ennanueBHsbl, AeiicTBYIONIEH Ha ocHOBaHUU JToBepeHHOCTH Ne(1032407000003139501 ot 12.07.2024, ¢
OJHOW  CcTOpoHB, ¥  MyHUIMNAIbHOE Ka3eHHOe 001eo0pa3oBaTe/ibHOe  YUpe:KIeHue
«KpacHoOappukagHasi cpeaHsiai o0meoOpasoBaTejibHasl IIK0Ja», HMEHYEMOE€ B JallbHEHIIEM
«AOoHeHT», B muue J{upekropa Peituenko Anapes KOppeBrua, 1elicTBYIOIIETO HA OCHOBAaHUM Y CTaBa, C
JIPYTOM CTOPOHBI, 3aKJIFOUMIM HAcTOSIIUN J[0OroBOp 0 HUXKECIEqyoleM:

1. IIpeamet Jorosopa

1.1. Hactostmmii JloroBop 3akiroueH Ha ocHOBaHuH 11. 4 4. 1 c1. 93 ®denepanbuoro 3akona ot 05.04.2013
Ne 44-®3 "O koHTpakTHOW cHCTeMe€ B cdepe 3aKylmoK TOBapoB, padoT, yciayr st obecriedeHus
rOCYJapCTBEHHBIX U MYHUIIUIIATBHBIX HYX/1'".

1.2. UnenTrduKamoHHbIA KOJI 3aKyIKH
1.3. B cootBercTBUU ¢ ycinoBUsAMH Hactosiiero JloroBopa OmepaTtop o0s3yeTcsi OKa3biBaTh A60HeHTy
ycnyry, onucanHbie B [Ipunoxennsx k Hacrosimemy JloroBopy (manee — Yciyru), a AGOHEHT 00s3yeTcs
NPUHUMAThH U OIUIAUMBATh OKaszbiBaeMble eMy Yciyru. CocTaB, MepeyeHb U CTOUMOCTh Y CIYT, a TaKkKe
JIOTIOJIHUTENIbHBIE TpaBa U oO0s3aHHOCTH CTOpOoH, ompenenstorcs [IpunokeHus MU K HACTOALEMY
orosopy.

1.4. llena nacrosmero Jlorosopa cocrasisier: 85 740,00 (BocembaecT NATh THICAY CEMbCOT COPOK
pyoaeir 00 xomeek), B ToM uucie HJ[C B cOOTBETCTBUMM C ACHCTBYIOLIMM 3aKOHOAATEIbCTBOM
Poccuiickoit ®eneparun.

I{ena JloroBopa ABisieTCsl TBEPAOW U ONPEEAETCs Ha BECh CPOK UCTONHEeHHs JloroBopa.

1.4.1. IctouHMK (pMHAHCUPOBAHMUS:
1.5. U3menenue niens! JloroBopa BO3MOKHO MO COTIIANIEHUIO CTOPOH B CIy4YasX, MPEyCMOTPEHHBIX CT. 95
®enepanpHoro 3akoHa ot 05.04.2013 Ne 44-®03 «O KOHTpaKTHOU CHUCTEME B cdepe 3aKyrmoK TOBApOB,
paboT, ycnyr /i obecrneyeHus TOCYIapCTBEHHBIX U MYHUIIUTIATBHBIX HYXKID.

B ciydyae usmeHeHHs TUMHUTOB OIOJKETHBIX CpeAcTB Mo M. 1.4 Hacrosimero /loroBopa AGOHEHT He
no3anee 14 (deTelpHAAIATH) KaJeHIAPHBIX JHEH co JAHS JoBeneHUs J0 AOOHEHTa CYMMBI
CKOPPEKTHPOBAHHBIX JINMUTOB 00s13yeTcsl HaNpaBUTh B afpec OnepaTopa noanucainoe JlonogHuTeIbHOe
cornamenue (1 wiam 2 sK3eMIuIIpa, B 3aBUCUMOCTH OT TOro, npuMmensiercs win HeT Ctoponamu 3/10) 06
W3MEHEHUU IIeHBI K HacToseMy JloroBopy. [1pu 3Tom HOBas 11eHa JloroBopa He J0KHA MPOTUBOPEUUTD
(dakTHYEeCKH UCTIOIHEHHOM yacTu HacTosero JloroBopa.

2. IIpaBa u o0si3anHocTn CTOpoH

2.1. Oneparop 006s13aH:

2.1.1. Oxa3piBaTh AOOHEHTY YCIYIM B COOTBETCTBHM C 3aKOHOJATENHLCTBOM P®, nuIeH3usMH,
HacToAWuM JloroBopom.

2.1.2. Bectu y4eT OKa3bIBa€MbIX Y CIIYT.

2.1.3. OdopmiiATe U HampaBisATh AKTHl Hayaja OKa3aHMsS YCIYI W/HIM AKTHI BBINOJHEHHBIX PaboT
(oxa3aHHBIX yci1yr) AGOHEHTY (ajiee COBMECTHO UMEHYeMble — AKTHI).

2.1.4. OnoBemars AGOHEHTa O MPOBEJCHUHU PEMOHTHO-HACTPOCUYHBIX M MPOPHUIAKTHUECKUX paboTax Ha
CeTsIX JIOOBIMU JOCTYMHBIMH CHOCOOaMM, B T.4. IyTeM pa3MelleHuss HHpopmanuu Ha caiTe
https://espd.wifi.rt.ru.

2.2. Onepartop uMeeT NpaBo:

2.2.1. B 0AHOCTOpPOHHEM MOPSJIKE ITyTeM HarpaBiieHUs] AOGOHEHTY TMCbMEHHOTO YBEAOMJICHHUS BHOCUTD
n3MeHeHus B 1. 7.1 Hactosimiero [Jorosopa.



2.2.2. TpeboBatb OT AOOHEHTa WCIOJIHEHHsI O00s3aTENLCTB MO HacTosimeMy JloroBopy, B T.4. HE
UCIIOJTHEHHBIX nepea OnepatopoM ASHEKHBIX 0053aTeIbCTB.

2.2.3. IlpuocTranaBnuBaTh OKa3aHUE Y CIyT IPU BOSHUKHOBEHUHU YPE3BBIYAWHBIX CUTYAI[UI IPUPOJHOIO U
TEXHOT€HHOI'0 XapakTepa, B COOTBETCTBUM cO CT. 66 deaepanbHoro 3akona ot 07.07.2003 Ne 126-D3
«O cBs3U».

2.2.4. IlpuocranaBiuBaTh OKa3aHuE Y CIYT B ciydae HapylieHus: AOOHEHTOM TpeOOBaHMM, CBA3aHHBIX C
OKa3aHHMEM ATUX Y CIYr U ycTaHOBJIEHHbIX DenepanbHbiM 3akoHOM OT 07.07.2003 Ne 126-D3 «O cBsa3uy,
MHBIMU HOPMaTUBHBIMU IPABOBBIMM aKTaMU U HacTOSALIMM KOHTpakTOM, B TOM 4KCiie HApYyLIEHUS CPOKOB
OIJIaThl OKa3aHHBIX AOGOHEHTY YCIyT, 10 YCTpaHEHHUS HapyIICHHs WM MPeJOCTaBICHHUS JOKYMEHTOB,
NOJATBEpKIaroLuX oraty OnepaTopy CTOMMOCTH OKa3aHHBIX Y ciyr. IIpuoctanoBieHue okazaHus yciayr
CBSI3H, YCIIYT IPUCOEAMHEHHUS U YCIYT IO MPONYyCKy Tpaduka, mpousBoautcs OnepatopoM ¢ MMCbMEHHOTO
cornacus AGOHEHTa WM 10 pelIeHuo cyaa. IIpu a3ToMm coxpaHseTcst 10CTyl K CETH CBSI3H.

2.2.5. TpeboBath Bo3MemeHUss AOOHEHTOM YOBITKOB (B BHJE YIYIICHHOW BBITOJBI) 3a IEPHOJ
BBIHY/ICHHOTO IPUOCTAHOBJIEHUSI OKa3aHUsl YCIYI'M, BO3HUKILErO M3-3a MOBPEXAECHUN 000pyI0BaHUS
Omneparopa no BuHe AOOHEHTa, U3 pacuera Tapuda 3a COOTBETCTBYIOIIYIO YCIYry HMPOMOPLUUOHAIBHO
BPEMEHU IIPUOCTAHOBIICHHUS €€ OKa3aHUsl.

2.2.6. IlpenocraBnare (HampaBiaTh) AOGoHeHTY uH(popmaiuio o6 yciayrax OmepaTtopa, crmoco0ax u
YCIOBUSIX HX TMPEAOCTaBICHMUS U 3aKa3a B COOTBETCTBUM C TpPeOOBAHMUSIMHU JEHCTBYIOLIErO
3aKOHOJATEIhCTBA.

2.2.7. OnepaTtop MpOIOJIKACT OKAa3bIBaTh YCIYTH CBSI3M B TOJHOM O0OBEME IOCIC OKOHYAHUS CpPOKa
neiictBust JloroBopa A0 MOMeHTa, Korja AOOHEHT B MUCHbMEHHON (popme MpeaocTaBUT COrjlacue Ha
IPEKpalEHUE OKa3aHUsl YCIIYT B MOpsiIKe, yKazaHHoM B 11. 2.3.11 Jlorosopa.

2.3. AOoHeHT 00s13aH:

2.3.1. Tlonmp30oBaThcs ycayraMd HMCKIIOUYHTEIBHO B TPENENax YCTaHOBICHHBIX JHMHUTOB OFOKETHBIX
oOs3atenscTB. OIlauMBaTth YCIyrd B MOJHOM O0OBEME U B CPOKM B COOTBETCTBUM C HACTOSALIUM
Jlorosopom. OcymiecTBIATh KOHTPOJIb HaJl PACXOJOBAHUEM JICHEXKHBIX CPE/ICTB, BBIJICIICHHBIX Ha Y CIIYTH,
B IIpeJieax JUMUTOB OIO/IKETHBIX 005S3aTENbCTB.

B ciyyae Bo3HUKHOBEHUS pUCKa yBelnuueHus 1eHbl JloroBopa, ykazaHHoi B 1. 1.4 JloroBopa, B CBsI3H C
yBeJIMYEeHUEM 00beMa MOTPeOIsIeMbIX YCIYT HHUIIMMPOBATH 3aKIF0UEHUE JOMOJHUTEIHHOIO COTIalleHHS
i pacropxenue Jlorosopa no cornamiernuto Ctopos. [Ipu HecoOnoaeHnn yCI0BU HACTOSIIETO ITyHKTa
OIJIauMBaTh (PAKTUUYECKH OKa3aHHBIE YCIYTH, HOTPEOIEHHbIE CBEPX JTUMHUTOB OIO/KETHBIX 00s3aTEIbCTB,
Ha OCHOBaHMH BBICTaBJIEHHBIX OnepaTopoM CUETOB.

2.3.2. TlucemenHo yBeaomsaATh Omnepatopa 00 H3MEHEHMHM HAMMEHOBAHHUS IOPUIUYECKOro JIHIIA,
IOPUAMYECKOTO U IOYTOBOro ajpeca AOOHEHTa B CPOK, He mpeBblaromuid 30 (TpuaLaTti) KajaeHAapHbIX
JHEHN ¢ JaThl BBEACHUS B JEMCTBHE COOTBETCTBYIOIIMX M3MeHeHu. [InceMenHo yBenomuts Oneparopa
00 U3MEHEHHH ajipeca JI0CTaBKU CUETOB, CUETOB-(PaKTyp, AKTOB U OaHKOBCKMX PEKBU3UTOB AOOHEHTA B
TeyeHUue 5 (MATH) KaJeHJApHBIX JTHEW C MOMEHTa H3MEHEHHs. YBEJAOMIIEHHE MPOM3BOAUTCS IO
peKBHM3UTaM, YKa3aHHBIM B pasneine 5 [loroBopa. YBemomieHHE MOJKHO OBbITh MOANKCAHO JIULIOM,
YIIOJJTHOMOYEHHBIM Ha BHECEHUE U3MEHEHUH B J[oroBop.

2.3.3. UsBemarp OmnepaTopa 000 Bcex ciydasX MEpPEpbIBOB CBSI3M B INPEJOCTaBISEMbIX AOOHEHTY
VYenyrax.

2.3.4. Ilpuaumare VYciyrm u  Bo3Bpamars OrepaTopy MOINHCAHHBIE CO CBOEM  CTOPOHBI
YIIOJIHOMOYEHHBIMHU JIMLAMH OpUTHHAJIBI AKTOB B TeueHHue 10 (necstu) KaneHAapHBIX THEH ¢ MOMEHTa
nosyueHus. B Tom cinyuae ecnu B Teduenue 10 (aecsiTi) KaneHIapHbIX HEH co JHS Havajia OKa3aHus Y ciayr
U (1) okoHuaHust OTyeTHOro nepuoja (Mecsi okazanus Y ciyr) AGOHEeHT He npenocTasiseT OnepaTopy
MUCbMEHHOTO MOTHBHMPOBAHHOTO OTKa3a B NPU3HAHUM HAAJIEXKAILIETO HCIOJHEHUsI 0053aTeNnbCTB
OmnepaTtopom, AGOHEHT CYMTAETCS COTIACUBLIMMCS C 1aTON, 00bEMOM U Ka4eCTBOM Y CIIYT, YKa3aHHBIX B
Axrax. [Ipu stom, Omneparop BIpaBe TpeOoBaTh OIUIATy CUETOB HAa CYMMBI, YKa3aHHbIE B AKTax, a
AOGOHEeHT 00s13aH OIIaYMBaTh ITH CUYETa B COOTBETCTBUU C ycloBUsIMHU JloroBopa.

2.3.5. B pabouee Bpems oOecrmeunTh OECHpEensTCTBEHHBIH JocTyn paboTHukoB Omneparopa,
NpPEIbSIBUBIINX COOTBETCTBYIOIIEE YIOCTOBEpEHHUE, JUIsl BBINOJHEHHS paboT, HEOOXOJUMBIX BO
ucrojiHeHue Hacrosiero /loroBopa, a Takke A MPOBEIEHUS OCMOTpPA, PEMOHTa U TEXHHYECKOTO
00CITy’)KUBaHUSI CPENICTB, COOPYKEHUH, IMHUM CBS3M B TOMEIICHUAX, HAXOIAIIMXCS BO BIAJJCHUU U (WIIH)
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noJb30BaHuN AOOHeHTa. B ciiyuae HE0OXOIMMOCTH TpOBeIeHHs paboOT MO OpraHu3ali a0OHEHTCKOM
JUHUHM 00€CTIeYUTh MOJydeHHEe HEOOXOAUMBIX pa3pelieHuil U COTJacOoBaHUM OT BiaJeNblia TEPPUTOPUHI
(TToMereHus ), Ha KOTOPOM PacIoyiokeHo odopynoBanue Omneparopa u (uinu) odbopynaoBanue AOGOHEHTa,
Ha MpOBeJeHUE paboT Mo MPOKJIaAKe Kabels, CTPOUTENbCTBY KaOeIbHON KaHaIU3aluu U OpraHu3aluu
Ka0eIpHOr0 BBOJIA, a TAKXKE MO PA3MEIICHHIO U AJICKTPOIUTAHUIO 000pyaoBaHus Oneparopa.

2.3.6. B cirygae OgHOCTOPOHHETO IMOJHOTO (YaCTMYHOTO) OTKa3a OT YCIyr mo HactosmeMy JloroBopy
MUCBbMEHHO yBeIOMHUTH 00 3ToM Ormeparopa, a Takxke omiatuth Oneparopy (pakTUYecKd MOHECEHHbIE
pacxoapl. Ormuiara JobKHA OBITH Tpou3BeneHa B TeueHue 10 (mecstu) pabodumx THEH ¢ MOMEHTa
BbICTaBIIeHUs cueTa OnepaTropom.

2.3.7. He nomyckaTb caMOBOJIBHOTO IOJIKJIFOUEHHS K CETHU I10JIb30BATEIbCKUX (OKOHEYHBIX) YCTPOMCTB U
MHOTO OKOHEYHOTO 000pYI0BaHUS, MOAKIIOYESHUS K IPYTUM a00OHEHTCKUM JTUHUSIM.

2.3.8. He momyckath UCTIOIB30BaHUS CPEJICTB CBA3H IS PEAHAMEPEHHOTO CO3/IaHMsI IPYTUM aOOHEHTaM
YCIIOBUH, 3aTPyIHSIOIUX MOJIb30BAHUE YCIYTaMH CBSI3H, a TaKXK€ CO3JaHUs MOMeX AJii HOPMaJbHOTO
(GYHKIIMOHUPOBAHHUSI CETU CBSI3H.

2.3.9. He ncnionb30BaTh MOJB30BATEIIBCKOE (OKOHEYHOE) YCTPOHUCTBO U (MIJIH) BBIJICIICHHBIM a00OHEHTCKHMA
HOMeEp JUIsl OKa3aHUsl YCIIYT CBSI3U TPETHUM JIMLIaM, B TOM YHUCJIE IIyTEM OpraHU3alUy [UTI030B AJIs 10CTyIa
K ceTu cBs3u, [P-Ttenedonnu u T.11.

2.3.10. Comepxathb B MCHPABHOM COCTOSIHUM aOOHEHTCKYIO JMHHUIO U TOJIb30BATEIbCKOE (OKOHEUHOE)
o0opysoBaHue, HaXOAsIIMEeCs B MOMelleHUn AOOHEHTa, a TakXKe COOJII0JaTh MpaBWiia HKCITyaTaluu
3TOro 000PYIOBaHUS.

2.3.11. B teuenne 5 (msatu) pabouux AHEH ¢ AaThl moiydeHuUs 3ampoca OmepaTopa 0 MOATBEPKICHUU
¢dakTa OKazaHMs YCIYI IOCIE MCTEYEHHUs CpoKa AeHcTBHs HacTosuiero JloroBopa, HarpaBI€HHOIO B
nopsiike ucnosiHeHust ao3. 3 m. 4 ct. 51.1 denepanbroro 3akoHa ot 07.07.2003 Ne 126-D3 «O cBs3my,
HanpaBisier  Omeparopy  moAaTBepxkaeHWEe — (akTa  OKa3aHMsS ~ YCIyr W/WIKM  corjlacue  Ha
MIPUOCTaHOBIIEHUE/TIPEKpAIICHHE OKa3aHUs Y CIIYT Mo HacToseMy Jlorosopy.

2.3.12. OmnatuTh yCIyTH CBSI3U, OKa3aHHBIE TIOCIIC UCTECUCHHS CPOKa JAecTBuUs JloroBopa B COOTBETCTBUH
c 1. 2.2.8 JloroBopa, B CpokH, ykazaHHbIe B JloroBope, BO BHECY1€0HOM MOPSIKE C YIETOM MOJIOKESHHH II.
2.3.11 JoroBopa B yacTu MOATBEPKICHUS (PaKkTa OKa3aHUs Y CIIYT.

2.4. AOOHEHT uMeeT NMPaBo:

2.4.1. Tlonyuats ot OnepaTtopa uHdOpMaIKi0, HEOOXOIUMYIO JJI UCTIOTHEHUs HacTosero Jloroopa, B
TOM yuciie nHbopMaIuio o pekBuzuTax Onepartopa, pekuMe padoThl, Taprdax U OKa3bIBaEMbIX Y CIyrax,
0 COCTOSIHUU JINLIEBOTO cueTra AOOHEHTa.

2.4.2. TpeboBaTh yCTpaHEHHUs HEHCIPABHOCTEH, MPEMSATCTBYIOIMIUX IOJB30BAHUIO Y CIYraMU, B CPOKH,
YCTaHOBJICHHBIC JIEHCTBYIOIIMMHA HOPMATUBHBIMU aKTaMH.

2.4.3. 3anpamuBaTh y Oneparopa HarpaBiieHHe B ajjpec AGOHEHTa AKTOB OKa3aHHBIX YCIIYT.

3. CtoumMoCThb yCJIyr, NOPS/IOK pacuyeToB

3.1. Croumocts Yciyr, okas3biBaeMbIX AOoOHeHTy OmneparopoMm, OINpeAensieTcss B COOTBETCTBUH C
ycnousMu Jlorosopa. CymMa Kk oruiate 3a YCIyrd ONpesesseTcss ¢ y4yeTOM CTOMMOCTH M oObema
OKazaHHbIX Ycayr 3a Pacuernsnii mnepuon. Ilox PacuerHbIM mepuomoM IOHMMAaETCs IEPUOL
IPOIOJDKUTEIBHOCTBIO B OAMH KaJeHJapHBIH Mecsll, B KOTOPOM OBUIM OKa3aHbl COOTBETCTBYIOIIHE
Yenyrn.

3.2. IIpu u3meHeHuu LeHb! JJoroBopa mo ocHoBaHMAM, yKa3zaHHBIM B 1. 1.5 JloroBopa, AOOHEHT 00s13aH
noanucats ¢ OnepaTopoM J[OMOIHUTENBHOE COTJIAIIEHNE O COOTBETCTBYIOINX U3MEHEHHUSX.

3.3. PacueTHblii TepuOJ YCTaHABIMBAETCA C TEPBOrO JO TIOCIEAHEr0 4YHcia (BKIIOUUTEIBHO)
KaJIeHJapHOTro Mecsna okazaHus OnepaTopoM Y ciyr, MoyIexkKalux omare.

3.4. Oniepatop BeIcTaBiIsieT AGOHEHTY CUEeT, CUeT-(aKTypy, AKT BBIIOJTHEHHBIX padoT (OKa3aHHbIX YCIYT),
a TaKk)Ke OTYETHBIE IOKYMEHTHI, IPEeTyCMOTPEHHbIE TpUiIokeHusIMU K JloroBopy, B Teuenue 20 (aBaauaTu)
KaJIeHJapHBIX JHEH ¢ aThl OKOHYaHUs PacueTHoro nepuoja. B AkTe BBIIOJIHEHHBIX PabOT (OKa3aHHBIX
yciyr) u cueT-gaktype OnepaTop 3amoyiHgeT rpady eIuHUIA U3MEPEHUsSI B COOTBETCTBUM C €AMHMIICH,
ykazaHHoN B Ilpunoxenusx k HacrosiueMy /[loroBopy. B ciydae HEBO3MOXHOCTM yKa3aTb B AKTe
BBIMIOJTHEHHBIX Pa0OT (OKa3aHHBIX yCIYyT) U cueT-pakType PaKkTUUECKyl0 €AMHUILY U3MEPEHUs B CBS3H C
TEXHOJIOTHYECKUMHU OCOOCHHOCTSIMU MTPOCTABIIAETCS IPOUEPK U TAaHHBIN BU PaOOT (OKa3bIBAEMBIX YCIIYT)
3aI0JIHACTCA B ICHE)KHOM U3MEPEHUU.



3.5. Omara Ycayr mpou3BOIUTCS MTyTeM Oe3HATMYHBIX pacyeTOB €:KeMEeCSIHO, He mo3aHee 10 (mecsaTn)
pabounx qHeH ¢ aarel noAnucanus AOGOHEHTOM JOKYMEHTa O MPUEMKE OKa3aHHbBIX Y CIYyT, YKa3aHHOTO B
. 3.4 Jlorosopa.

3.6. YTeps, HenoimyueHne AOGOHEHTOM BbICTaBiIeHHOTO OrepaTopoM cyeTa, cueToB-(PpakTyp U AKTOB, B
T.4. B CBSI3U C HEBBINOJHEHUEM YCIIOBUM, MpenycMOTpeHHbIX 1. 2.3.2 nHactosmero [loroBopa, He
0cB00OK1aeT AGOHEHTA OT 00SI3aHHOCTH CBOEBPEMEHHOH OIIaThl Y CIyT.

3.7. BoicraBnenue cueta-paktypsl OnepatopoM AOOHEHTY IPOU3BOJUTCS B COOTBETCTBUH C HAJIOTOBBIM
3aKOHOAATENbCTBOM PD.

3.8. CTopoHBI 00513yIOTCS OCYILECTBIIATh CBEPKY Pacdy€ToB 110 [loroBopy ¢ ohopMieHneM 1ByCTOPOHHETO
aKTa CBEPKHU pacdy€ToOB HE pPeXke OJHOI0 pas3a B rojl, a TAKXKE 110 MEpe HEOOXOAUMOCTH.

B ciiyuae HampaBieHMs akTa CBEPKH pacueToB IO 3JIEKTPOHHOM I0oYTe, TaKOW akT OyJdeT MpHU3HABATHCS
CropoHamMu B KauecTBe JOKYMEHTa, COCTaBJICHHOTO B MMCbMEHHOI (hopme.

AKT cBEpKHM Pacdy€TOB COCTaBIISIETCS 3auHTepecoBaHHOW CTOPOHOM MOJIMCHIBAETCS YIOJIHOMOYEHHBIM
npencraButesieM Takod CrtopoHsl. CTOpoHa-MHMLIMATOP CBEpKM HampasiseT B ajapec CTOpOHBI-
HOJIy4aTesl akT CBEPKH Pacy€ToB.

Ecin Cropona-nonydarenb HE cOIVIaCHA C aKTOM CBEpPKHM pacyeToB, oHa Hampasiser CTropoHe-
UHUIIMATOPY CBOM IHMCbMEHHBbIE MOTHUBUPOBAHHBIE BO3PAXEHHUS IO IMOBOAY JIOCTOBEPHOCTH
coJieparieiics B akte cBepku pacuéroB uHpopmaruu. Eciou B reuenue 10 (necatu) pabounx AHEH co THS
IIOJIy4EHUsI aKTa CBEpKH pacuéToB CTOpOHa-IOJydyaTeslb HE HampaBuT B axpec CTOPOHBI-MHULIAATOpA
IIUCbMEHHBIE MOTHUBHMPOBAHHBIE BO3PAKEHUS IO MOBOJY JOCTOBEPHOCTH COAEpXKAllehHCs B HEM
uHpOpMalLlMK, aKT CBEPKU pacu€ToB cuuTaeTcs Npu3HaHHBIM CTOpPOHOM-MosyyaTesneM B peJaKLUH
CTOpOHBI-UHUIIMATODA.

CTopoHBI TNpPHU3HAIOT PABHYIO HOPUAMYECKYIO CUIIYy COOCTBEHHOPYYHOH moiamucu M (pakCUMUIIBHOM
MOJIMCH, BOCIIPOU3BEACHHBIX C MIOMOIIBIO CPEACTB MEXAHMUECKOI'O MJIM MHOTO KONMPOBAHMS HA aKTax
CBEpKHM pacy€ToB K HacTosuemy Jlorosopy.

4. OTrBercTBeHHOCTH CTOpPOH. Yc/I0BUSI H3MeHeHUs M pacTop:keHus Jlorosopa. [Ipouune yciosus.

4.1. 3a HeucCHoJHEHHE WIM HEHAAJIEeKallee HCIOJHEHUE 00s3aTeNbCTB, YCTAaHOBIEHHBIX JloroBOpoM,
CTOpOHBI HECYT OTBETCTBEHHOCTb B COOTBETCTBHM C ACHCTBYIOLIMM 3aKOHOJATENIBCTBOM Poccuiickoit
®enepanuu (B TOM YMCIIE€ B COOTBETCTBUH ¢ NocTtaHoBieHueM llpaBurensctBa Poccuiickoit @eneparmn
ot 30 aBrycra 2017 r. Ne 1042) u ycnosusimu [Jorosopa.

4.2. B cinyyae mpoCpOYKH HCHOJHEHUS AOOHEHTOM 00s53aTelbCTB, NMPEAYCMOTPEHHBIX JloroBopom, a
TaKkXKe B MHBIX CIy4asX HEUCIOJIHEHUS WM HEHA/IJIEeKAIIEro HCIOJHEHHsI AOOHEHTOM 00s3aTelbCTB,
npenycMoTpeHHbIX JloroBopom, Omeparop BIipaBe MOTpeOOBaTh yIjaThl HEyCTOEK (IITpadoB, MeHe).
[Tenst HauMcnsgercsd 3a KaxIbld JEHb MPOCPOYKHM HCIHOJIHEHUS 0053aTeNIbCTBa, MPELyCMOTPEHHOIO
JloroBopoM, HauMHasi CO JIHS, CJAEAYIOUIEro MOCce THS WCTEYEHUs YCTAaHOBIEHHOTO JloroBOpoM cpoka
UCTIONIHEHUsT oO0s3aTenbeTBa. Takas meHs ycraHaBiuBaercst JloroBopoM B pasmepe 1/300 (oxHoi
TPEXCOTOM) NEHCTBYIOIIEH Ha AaTy YIJIaThl IeHEH KiIro4ueBoi ctaBku LleHTpansHoro 6anka Poccuiickoit
®denepau OT HEYIUITAYeHHOM B cpok cyMmMbl. llITpadsl HauncisroTes 3a HEHajJexallee UCIOJTHEHHE
AOGOHEHTOM 00513aTeNbCTB, MPEIYCMOTPEHHBIX J[0roBOpoM, 3a HCKIIIOUEHUEM MPOCPOUKH HCHOTHEHUS
00s13aTeNbCTB, npenycMoTpeHHbIXx JloroBopoM. Pasmep mrpada ycranaBiauBaercss JJoroBopom B BHE
CYMMBI, OIIPEIEIIEHHOM B NIOpsZIKE, ycTaHOBIEHHOM [IpaButensctBom Poccuiickon @enepannn.

4.3. 3a xaxaelii QaxkT HeucrnodHeHUs AOOHEHTOM O00s3aTeNbCTB, MPEAYCMOTPEHHBIX JloroBopom, 3a
UCKJTIOYEHHEM MPOCPOUKU UCIIOJIHEHUS 0053aTeNbCTB, MPEAYCMOTPEHHBIX J[0roBOpoM, ycTaHaBIUBAETCS
mrpad B pazmepe 1 000 pyOeit.

4.4, O0mas cymMMa Ha4YuCJICHHBIX MTPagoB 3a HEHAJIEKAIIee UCTIOIHeHHEe AOOHEHTOM 00s3aTEIbCTB,
IIPEelyCMOTPEHHBIX [loroBOpoM, HE MOXKET MPEBBIILIATH LIEHY JloroBopa.

4.5. Tlens nHauucnsiercs 3a KaXIbl JI€Hb NPOCPOYKH HcmoiaHeHus OrmnepatopoM 00s3aTeNbCTBa,
IIPEelyCMOTPEHHOT0 J[0roBopoM, HauMHasi CO JHS, CAEAYIOLIETO MOCIe JHSA UCTEUEHUsI YCTaHOBIEHHOTO
JloroBopoM cpoka MCTIOTHEHHUS 0053aTeNbCTBa, B ycTaHaBmuBaeTcs JloroBopoMm B pazmepe 1/300 (oxHOi
TPEXCOTON) JIeHCTBYIOIIEN Ha JaTy YIUIaThl IIeHU KitoueBoil ctaBku LlenTpansHoro 6anka Poccuiickoit
®enepanuu OT 1eHb! JloroBopa, yMEHbIIEHHOW Ha CyMMY, NPONOPLHUOHAIBHYIO 00beMY 0053aTeNbCTB,
IPeIyCMOTPEHHBIX JoroBOpoM 1 (pakTHUeCKH UCTIONHEHHBIX OnepaTopom.



4.6. lltpadpl HauyuCIAIOTCS 3a HEHCIONHEHHE WM HEHajyiexamiee wucrnonHenne OrmnepatopoM
00513aTeNIbCTB, MPEAYCMOTPEHHBIX [I0roBOpoM, 3a HCKIIIOYEHHEM MPOCPOUKH HcnoiHeHus OnepaTopom
00s13aTeNbCTB (B TOM YHUCIIE TapaHTHHHOTO 00s3aTenbCcTBa), NMpeaycMOTpeHHBIX [loroBopom. Pasmep
mrpada ycraHaBinuBaercs JloroBopom B mopske, ycraHosieHHOM [IpaBurensctBom Poccuiickoit
Oeneparun. Pazmeps! mTpadoB ycTaHABIMBAIOTCS HACTOSIIUM J[OTOBOPOM B CIIEIYIOIIEM MOPSIKE:
4.6.1. 3a kaxnapiii (pakT HEMCIOJHEHUS WM HEHAJUIeKaIero ucrnoyHeHus OrnepaTopoM 00s3aTeNIbCTB,
IPEIYyCMOTPEHHBIX J{0roBOpOM, 3a UCKIIIOYEHHUEM MPOCPOUYKH MCIIOJHEHHs 0053aTeNbCTB (B TOM 4YUCIIe
rapaHTUHHOTO 00sI3aTENIbCTBA), MPEAYCMOTPEHHBIX JloroBopoM, ycTaHaBiuBaercs mrpad B pazmepe 10
MIPOIICHTOB IIeHbI JloroBopa (3Tamna).

4.6.2. 3a xaxapli (aKT HEUCIIONHEHUS WM HEHaJyIexamero ucrnoiHenus OnepaTopom o0s3aTenbCTBA,
IPEyCMOTPEHHOro JIoroBOpOM, KOTOPOE HE UMEET CTOMMOCTHOI'O BBIPAXKEHMSI, yCTaHABJIMBAETCA ITpad
B pasmepe 1 000 pybaeit.

4.7. O6mas cyMMa HAa4yUCIEHHBIX IITPa(OB 3a HEHCIIOJHEHHE WIM HEHAAJIeKallee MCIOJHEHHUE
OmneparopoM 0053aTeNbCTB, IPEAYCMOTPEHHBIX JJoroBOpoM, HE MOKET MpeBbIIATh LieHy JloroBopa.

4.8. Cropona [loroBopa ocBOOOXKmAaeTCsI OT yIUIaThl HEYCTOWKH (1uTpada, MeHu) eciau JOKaXKET, 4TO
HEUCIIOJHEHUE WJIM HEHaJUIeXkalllee MHCIIONHEHUE 00s3aTeNbCTBa, IMPEeAYCMOTpeHHOro JloroBopom,
IPOM30LIUIO BCIIEICTBUE HENPEOI0JUMON CUIIBI WK 10 BUHE Apyroi CTOPOHBI.

4.9. Onepatop He HeceT OTBETCTBEHHOCTH 3a CoJlepKaHue HH(opMaIiy, rnepegaBaeMoil AGOHEHTOM 10
CETSM 3JIEKTPOCBS3H.

4.10. Bce cniopsl 1 pa3HOIIacHsi, KOTOPbIE MOTYT BO3HMKHYTh M3 HacTosmiero /[oroBopa uiu B CBS3U C
HUM, CTOpPOHBI pacCMaTpPUBAIOT [IPEBAPUTEIILHO B IPETEH3MOHHOM Hopsiake. CpoK pacCMOTpPEHHUs OTBETA
Ha MUCbMEHHYIO IpeTeH3uto — 30 (Tpuauarh) KaJeHIapHbIX IHEH C MOMEHTA €€ MOJy4YEHUSI.

B ciyuae eciau cnopsl M pa3zHOINIacUsi HE YpEryJupoBaHbl B INPETEH3MOHHOM IOPSJIKE B CPOKH,
OIpe/ie/IEHHbIE B HACTOSIILEM ITyHKTE, Kaxkaas u3 CTOpoH BIpaBe 0OpaTUTHCS B ApOUTPa)KHBIN CyJl 110
MECTY HaXxO0X/IeHUsS] OTBETYMKA C HCKOM O pa3pelIeHnu CIopa.

4.11. llonnucanuem JloroBopa AGOHEHT MOATBEPHKAAET CBOE COTJIACHE CO BCEMHU €r0 YCJIOBHUSIMH, TAET
corJiacue Ha pa3MmelieHue o6opynoBanus cBsizu Oneparopa B moMerieHusx AOOHEHTa, a TaKXkKe TO, YTO J10
HEro B IMOHSTHOW, IOCTYMHOM (QopMeE W B IOJHOM O0bEME JIOBEACHBI CBEIEHHUS 00 OCHOBHBIX
NOTPEOUTENBCKUX CBOMCTBaX MpenocTaBisgeMblx OnepaTopoM YCIyr, LEHbI/Tapudbl Ha YCIYyIH,
TapupUKaus COeTMHEHUH, MOPSI0K U CPOKH pacdyeToB, IPaBUiia U YCIOBHS OKa3aHUS U UCIIOJIb30BaHUS
ycayr, nHpopmanus 06 OnepaTtope, TeppUTOpHUs 0OCITYKMBAHUSA U MHas HeoOXoauMas MHQOpMalus, B
T.4. IpexycMoTpeHHas 1. 17 IlpaBuin okasaHHs Te€IeMaTHUYECKUX YCIYT CBSI3U (YTB. IOCTAHOBJIEHHEM
[TpaButenscTBa PO Ne 2607 ot 31.12.2021) u . 16 IlpaBuit oka3zaHus ycayr CBS3M IO Nepeaaye JTaHHbIX
(ytB. moctanosnenueM IIpaBurensctBa PO Ne 2606 ot 31.12.2021).

4.12. Bce u3MeHeHHUs U JOMOJHEHUs K HacTosAueMy JloroBopy 1eicTBUTENbHBI, €CIIM OHU O(OPMJIICHBI B
NUCbMEHHOU QopMme u noanucanbl o0eumMu CTOpOHAMU, 32 MCKJIIOYEHHEM HW3MEHEHMH W JONOJHEHUH,
ocyiecTBisieMbIX CTOPOHAMH B OJHOCTOPOHHEM IOPSAJIKE B COOTBETCTBUM C HACTOSIIIUM J[0roBOpOoM Hin
3akoHoAarenbCcTBOM P®. M3meHeHus M JomoiaHeHus K HacrosAmeMy JloroBopy BHOCATCS IyTEM
noanvcanus JlOMOMHUTENBHBIX COMVIAIEHUH K HacTosAeMy Jlorosopy.

4.13. BHeceHue M3MEHEHUN B HacTOALIUI J{oroBOp B 4acTH M3MEHEHMs MepedHs Y CIyr MPOU3BOAUTCS
OneparopoM 1O MHUCbMEHHOW 3asiBKe AOOHEHTa, C 00s3aTelbHBIM OQOPMIIEHHEM BIIOCIEICTBUU
cootBercTBYrOMX [Ipunoxenunii k HacTosmeMy Jlorosopy.

4.14. Hacrosmuii JloroBop BCTynaeT B CHIIy C JaThl ero noanucanus CropoHamu u aeuctByet mo 31
nexkabpst 2026 1., a B yacTH omjaThl YCIYr — 0 BBIIIOJHEHHS JECHEXKHBIX O00S3aTEeNbCTB. Y CIOBHS
Hacrosiero Jlorosopa pacrnpocTtpaHsaroTcs Ha oTHoIeHus: CTopoH, Bo3HUkue ¢ 1 ssaBapsa 2026 r. Cpok
okazaHus Ycuyr: ¢ 1 auBaps 2026 r. o naTy, yka3aHHYIO B COIVIACHMU Ha IPEKpalleHUE OKa3aHUsl yCIIyT,
B COOTBETCTBUH C 1. 2.3.11 HacTosimero [Jorosopa.

4.15. Jlocpounoe pacroprkeHue Jloropopa 10myckaeTcs 10 COIallleHUI0 CTOPOH, IO PELICHUIO Cy/a, a B
clly4ae OJHOCTOPOHHEro OTKa3a AOOHEHTa OT UCHOJHEHHs J{oroBopa B COOTBETCTBUHU C I'Pa)TAHCKUM
3aKOHOJATEIIbCTBOM.

4.16. JloroBop coctaBieH B (¢GopMe DJJIEKTPOHHOTO JOKYMEHTA, TMOJIMUCAHHOTO YCHUJICHHBIMHU
KBAJTM(HUIUPOBAHHBIMU JIEKTPOHHBIMU NoAIHCIMUA CTOPOH.



5. Aapeca u cioco0bI JOCTABKH pacuyeTHO-IIATe:KHbIX JokyMeHTOB (PIL/]) u yBenomuienmii.

AGoHeHT cornamaercs nosuydatb oT Onepatopa PIIJ] (cuet, cuer-hakrypa, AKT BBINOJHEHHBIX paboT
(OKa3aHHBIX YCIYT) M THCBMEHHBIC YBEJOMIICHUS, MOANMCAHHBIC YCHJICHHOW KBAJIM(HUIMPOBAHHON
AIIEKTPOHHON MOJMMCHIO M0 TEJICKOMMYHHUKAIIMOHHBIM KaHajaM CBSA3HM 4Yepe3 OIepaTopa 3JIEKTPOHHOTO
JOKyMeHTooOOpoTa. [Ipy 3TOM, 3JEKTPOHHBIM JOKYMEHT, MOJIMHMCAHHBIA JIIEKTPOHHOW MOAIHUCHIO,
NPU3HACTCS JIOKYMEHTOM, PpABHO3HAYHBIM JIOKyMEHTY Ha OyMa)KHOM HOCHUTEINE, IOANMCAaHHOMY

COOCTBEHHOPYYHOU MOAMHCHIO.
5.1. Croco6 nocraBku opururainon PIT/]

DNEeKTPOHHBIN TOKYMEHTOO0OPOT:
AO «I1d» CKb Koutyp»

D 000 «Takckom»

AOOHEHT corjiaceH Ha MOJy4YeHHUE PACUETHBIX JOKYMEHTOB I10 BEIOPAHHOMY MM CIIOCO0Y TOCTaBKH.

5.2. Cnoco6 oOMeHa TUCHbMEHHBIMU YBEIOMIICHUSMU:
Hanmnexamum yBegomsiennem CTOpPOH CUHMTAEeTCS JOCTaBKA YBEAOMJICHUM OJIHUM U3 CIEIYIOLIUX
croco6oB: DJI0, MOYTOBOI CBSI3pI0 WM KypbepOM, HANpaBIEHHWE HA aApec SJIEKTPOHHOM IOYTHI,

yKa3aHHbIl B Paznene 7 Hacrosmero Jlorosopa.

6. Bce Ilpunoxenus, [lomonHurtenpHble corlalieHWss K HacrosiueMy J[loroBopy sBIsilOTCA €ro

HEOTHEMJIEMOH YacCThIO.
7. Anpeca u pekBu3uThl CTOPOH:
7.1. Oneparop:

ITAO «PocTeaexkom»

191167, T.CAHKT-
MMETEPBYPT, BH. TEP. .
MYHUIUTAJILHBIN
OKPYT CMOJIbHUHCKOE,
HAB. CUHOIICKAS, JI. 14,
JINTEPA A

KIIIT 784201001

IOpunnueckwmii
azpec:

HNHH 7707049388

8-800-200-30-00
wWww.rt.ru

Tenedon:
Caitr:
Actpaxanckuii punuan I[TAO "Pocresiexkom"

ITouroselii anpec: 414000, r. AcTpaxass, yiI.

UYepnbimesckoro, crpoerue 10
WHH 7707049388 KIIIT 616743001

bankoBckue PCKBU3UTHI:

HaumenoBanue Kpacnonapckoe otnenenue Ne

OaHKa: 8619 ITAO CoepOaHK T.
Kpacuonap

BUK 040349602

p/c 40702810430020102244

K/c 30101810100000000602

OKIIO 17514186

OKB3/[] 61.10

7.2. AOOHEHT:

MyHuIHMIIAIbHOE Ka3eHHOE
o0meo0pa3zoBaTeIbHOE YUpPeKICHUE
«KpacHobappukaaHas cpeaHsisi
o0ueo0pa3zoBaTeIbHAs MIKOJIA)

IOpunnueckuit
azpec:

416356, ActpaxaHckas
o0nactb, UkpssHUHCKUN
paiioH, p.nn.Kpacusie
bappukasel, yi.
IIepBomaiickas, 5

[TouroBsii agpec: 416356, ActpaxaHckas
obnactb, UKpsSTHUHCKUIHA
paiioH, p.im.KpacHbie
bappuxanpl, yi.

IIepBomaiickas, 5

WHH 3004003294 KIIIT 302501001

bankoBckue PCKBU3UTHI:

OKIJ Ne3 FOxxnoro I'Y banka
Poccun//Y®K no
AcTpaxaHcKol obnactu
r.AcrpaxaHb

BUK (BUK TO®K) 011203901

P/C (Kaznaueiickuit 03231643126200002500
cyer)

K/C (EKC TO®K) 40102810445370000017
OKTMO 12620162

HaunmenoBauue
OaHka:



OI'PH 1027700198767

Omneparop
[TAO «Pocrtenexom»
[IpencraBuTenn

/ ®apadonona T.I.

(pacumudpoBKa MOAIKCH)

(moxmucs)

OKIIO 36711863
OKB3/]| 85.14

OI'PH 1023001939564
AOOHEHT

MKOYVY «Kpacuobappuxaanas COIL»
HupekTop

/ PeiTyenko A.IO.

(pacunpoBKa MOAKCH)

(mozucs)



Baank 3aka3a Ne 1

K JIOTOBOPY 00 OKa3aHUM YCJIYT HOPHANYECKOMY JIUIY, (PUHAHCMPYEMOMY M3 COOTBETCTBYIOLIET0 OIO/IKETA

Ne ECII1/1/30376/2026

CocraBs 3aka3a

Ne

Tun npoaykra

JIC

1 VYenyra «EquHas cetb nepeadyn JaHHbIX»

2 VYenyra «lIpenocTaBieHre 4aCTHOM BUPTYalbHOU CETH»

Veayra «Enunas cerp  Tun aefictsns IE MOJKITIOUCHHE D u3MeHenue (k GnaHky 3akasa Ne I ot | )
nepeaadn 1aHHbIX>»
JIuueBoii cuer I
Cucrema omiaTsl |er):[nTHa$1
Ne Anpec npenocrasienus | TexHosorus Tapudusiit mman | Ckopocts | EnnxoBpemenHsiit | ExxeMecsaHbIit Crapt [Tnanupyemas
yemyra JocTyna 10, M6/c IUIATEX [0 [UIATEX [0 | TapuduKanum nata
OCHOBHOH yciyre OCHOBHOM obecrieyeHust
(6e3 HAC) yciyre (6e3 JIOCTYIa K
HOC) yciyre He
o3/IHee:
30376 |AcTpaxaHcKas 0bnacTb, BOJIC EgmHas ceTb 50 - 6270,49 01.01.2026 |-
MKPAHWHCKWUIA paioH, n. nepegayv gaHHbix 50
KpacHble bappukaabl, yn.
MepBomalickas, 5
Yeayra Tun neficTus MOJKITIOYEHHE D u3MeHeHue (K OaHKy 3aKasa Ne I or | | )
«IIpexocrasieHue
YaCTHOM BUPTYAJIbHOMI
CceETM»
JIunesoii cuer l
CucTema OTIaThl |er£[PITHa$I
Ne Anpec npenocrasienus | TexHonorus Tapudusiit mman | Ckopocts | EnuHoBpemennsiit | ExxemecstanbIit Crapt ITnanupyemas
yeIyrH JocTyna 10, M6/c IUIaTeX M0 IUIATEXK [0 | TapUpUKaAHN nara
OCHOBHOH yciyre OCHOBHOM obecIeueHus
(6e3 HAC) ycayre (6e3 JIOCTYTa K
HAC) ycayre He
TI03/THEE!
30376 |AcTpaxaHcKas 06nacTb, BO/IC TapudHbIn nnaH 50 - 5442,62 01.01.2026 -
NKPAHWHCKUIA paioH, n. 85.2.50
KpacHbie bappukaabl, yn.
MepBomalickas, 5
Ot Oneparopa: Ot AOoHeHTa:
ITonmnuce ITonnuce
®.1.0. ®dapadonosa T.I'. ®.1.0. PoiTuenko A.1O.
Homxnoctes  IlpencraBureins Homxnocts  JlupexTop
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[laHHble 3/1IeKTPOHHOI Noanucu

Bnageney;: PbiTyeHKo AHgpen FOpbesuy

OpraHusauua: MYHULWNANTBbHOE KASEHHOE
OBLLEOBPA3OBATE/IbHOE YYPEXAOEHUE
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| [ OoKyMeHT nognuncaH 3NeKTPOHHOM NOANUCHIO

[lOKyMeHT NoANMCaH 3/1eKTPOHHOWU NOANMUCHIO




1.1.

OIIPCACIICHNA N COKPAIICHUA:

IIpunoxenue

K IOTOBOPY 00 OKa3aHUU yCIyT IOPUINYECKOMY JIUILY,

(buHaHCHPYEMOMY U3 COOTBETCTBYIOIIETO OIOKETa,

TEXHUYECKOE 3AJIAHUE

Ha okazanue yciaye «Eounasa cems nepedauu 0anHbIX),
YCIy2 no nPedoCmasieHuIo YacmHol 6UPMYaiIbHOU cemu

1. TepMI/IHl)I, onpeacjacHuss 1 COKpameHust

B HaCTOAMICM TCXHUYCCKOM 3alaHUH UCIIOJIb3YIOTCA CIICAYIOINC TCPMUHBI,

Tepmun

Onpenenenue

CE

Customer Edge Router, rpanudHOE yCTPOHCTBO B JIOKAIBHOM
BBIYMCIIUTEIIBHOW  CeTH  OOBEKTOB  00pa3oBaTelbHBIX
OpraHM3alyii, UCTIOIb3yeMOe T MapLIpYTH3aLuK Tpaduka u3
ceTd 00BEKTa O00pa3oBaTeNbHBIX OpraHM3aluidi B  CETh
Oneparopa u oOpatHo. Haxomutcs moa ymnpaBieHHEM
BBIJICJIEHHOTO TToApa3aeneHus Oneparopa.

CIR

Committed Information Rate — rapaHTupoBaHHas moJjoOca
MPOIMyCKaHUA: TCXHOJIOTUA MPEAOCTABJICHUA KaHAJIOB CBA3H,
MPH KOTOPOH OCYIIECTBIETCS TPHOPUTH3AIMSA KIHEHTCKOM
MOJIOCKl  TIPOTIYCKAHMsA, W  OOBEKTYy  MPEIOCTABIIAETCS
rapaHTHPOBaHHAS CKOPOCTH Mepefauyd ITaHHBIX TPH JIFOOBIX
YCIOBHAX (TOJNBKO JUIS CIYTHUKOBOM TEXHOJIOTHH).

DDoS-araka

Distributed Denial of Service, pacrpeneneHaas aTaka Ha OTKa3
B 0OCIyXMBaHWHM, Pa3sHOBHJHOCTH aTaKk Ha KOMIIBIOTEPHBIE
CHCTEMBI U CETH CBSI3H, CBSI3aHHbBIE C OOJBIINM KOJIHIECTBOM
3anpocoB (B Bujae IP-makeToB), MOCHIIAEMBIX C OOJBIIOTO
konuuecTsa [P-agpecos cetu «HTEpHET» U HAIIpaBJICHHBIX Ha
IP-anpeca obopyoBaHus 00pa3oBaTEIbHBIX OPraHU3AINHA.

ICMP

Internet Control Message Protocol - mpoTokosl MeXCeTeBbIX
YIPaBISIONUX COOOIICHHN.

IETF RFC

Hokyment (Request For Comments) pabodeii rpynmsl 1o
WHKEeHepHBIM TpoOnemam cetn  «MHTepHeT»  (Internet
Engineering Task Force).

IP-cetp Omeparopa

CereBast wmH(ppacTtpyktypa Ormeparopa U TPUBIECKAEMBIX
OmnepaTopom CyOnopsAYMKOB (COUCIIONHUTENICH), COCTOSIIAL
M3 PACMOJIOKEHHBIX Ha y3nax OmepaTopa U MPUBJIEKAEMBIX
OmnepaTtopoM cyOnoAPSIINKOB (COUCTIONHUTENEH), YCTPOUCTB,
o0ecreynBaONINX B3aMMOJICHCTBHE 10 CETEBOMY MPOTOKOITY
IP (cmemudpukanmus IETF RFC 791), wmapmpyruzamnuio,
KOMMYTallMI0 ¥ 00paboTKy Tpaduka, COCTUHSIONIMX HUX
MaruCTPaIbHBIX KaHAJIOB U MHBIX CPEICTB CBSI3H.



http://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80
http://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81

2

Tepmun

Omnpenenenne

IP-maketr

[Maker 3 yposust (OSI), MapmpyTH3UpyeMOro Mo MpoTOKOIY
IP.

MIR

Maximum Information Rate — MakcumanpHas I0J0Ca
MPOMYCKAHUS: TEXHOJOTHS MPEIOCTABICHUS KAaHAJIOB CBS3W,
MIPU KOTOPOW OIPE/ICICHHAS COTJAIICHAEM CTOPOH CKOPOCTh
nepeiaud JaHHBIX SIBISIETCS. MaKCUMAalIbHO BO3MOXHOH, W
(dakTHdeckass CKOpOCTh Tepefadd [JaHHBIX B  Kaxbli
KOHKPETHBIH MOMEHT BPEMEHH MOET 3aBUCETh OT HArpPy3Kd
Ha CeTh (TOJBKO IS CITyTHUKOBOM TEXHOJIOTHH).

MPLS

Multi Protocol Label Switching, TexHONMOTHS KOMMYyTAaIlUN
[IAKETOB C HCIIOJIb30BAHNEM METOK.

MPLS cets Omeparopa

[octpoennas mo TexHonorun MPLS ceteBast uappacTpykTypa
Omneparopa u npuBiekaeMbIx OrmepaTopoM CyOIOAPSTINKOB
(comncnonHuTeNEH), BKIIOYAONIas OMIOPHBIE MapLIPYTH3aTOPbI
(P), rpannunsie mapmpytusatopsl (PE), coeaunstomue ux
MaruCTpajJbHbIC KaHaJIbl 1 MHBIC CPEACTBA CBA3U.

RIPE NCC Peruonansuelii  EBponeiickuii  Peructparop  MHTepHer
aJIpecoB.

SNMP Simple Network Management Protocol, mpoTokosa cereBoro
yIIpaBJICHUSL.

Asapus Henocrynnocts ycIyr Omneparopa, BbI3BaHHAas
HEHCTIPAaBHOCTHIO 000PYAOBaHMUSL, CETH, NH)KCHEPHBIX CHCTEM U
HHPPACTPYKTYPHI Omnepatopa A TIPUBIICKACMBIX

OmnepatopoM CyOTOIPSIYNKOB (COUCIIONHHUTEINCH), BKIFOUas
HECaHKIIMOHNPOBAHHBIC HEOIAronpHATHBIE BO3/ACHCTBUS Ha
yKa3aHHbIE OOBEKTHI.

AnbTEpHATUBHBIN OnIEpaTop

Omepatop B3, 00MaAaI0MNI HEOOXOAUMBIMH JTMLIEH3HUSAMHU
B COOTBETCTBHMHM C  3aKOHOJATENLCTBOM  Poccuiickoit
Denepaliil ¥ MPEJOCTABIAIONINN KaHaiusl L2 u (wim) yeayru
nepefayy AaHHBIX MO KaHamaMm L2 B COOTBETCTBUH C 3aKa30M
Omneparopa

APM

ABTOMaTI/ISI/IpOBaHHOC pa60qee MECTO.

Bapuanus 3aaepxku

Jitter, OTKJIOHEHME OT CpEeIHEro 3HAa4YeHUs BpPEMEHHU
npoxoxaeHusi [P-makeroB 1o ydyacTKy H3MEpeHHs OT
TIepeIatoIe CTOPOHBI K IPUEMHOI CTOpOHE

Bnagenen UC

@enepalibHBId  OpraH  TOCYJApCTBEHHOW BJIACTH, OpraH
TOCYapCTBEHHON BNacTH cyOobekTa Poccuiickoit denepaiumy,
OpraH  MECTHOIO  CaMOyIpaBieHHsd, oOpa3oBaTelbHAs
OpraHu3alys, HHOe yupexaeHue, snazaetomiee MC.

Buemnue [Pv4 anpeca

Bremmnne (my6nuunsie) [P anpeca u3 3aperucTpupoBaHHOTO B
6a3ze nqanapix RIPE NCC IP agpecos 4 Bepcun nportoxoia IP.

BpemenHs1i 6embIil CITHCOK

Ilepeuenp pecypcoB B cetu «MHTEpHET», TOCTYI K KOTOPBIM
paspemien no 3amnpocam IloTpeOuTesneil ¥ yIOJTHOMOYEHHBIX
TOCYJapCTBCHHBIX OPraHOB B TCUCHHE OIPEICIICHHOTO
MIPOMEXKYTKA BPEMEHHU.

BOIJIC

BonokoHHO-onITHYECKAS IMHUS CBS3U.

BUC

BupryanbHas wacTHas ceTb, HocTpoeHHas Ha 6aze MPLS cetn
Omneparopa u npusiekaeMbix OrnepaTopoM CyOIOIpSAINKOB
(coucnonHuTenei), MyTeM OpraHM3aldd  BUPTYaJIbHBIX
KaHaJIOB MEXJy MOpTaMH Ha y3lax jfoctyna cetd Onepatopa,
K  KOTOpbIM  TIOJAKJIIOYEH  O00BEKT  00pa3oBaTenbHOH
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Tepmun

Omnpenenenne

opranuszanuvu, U 06CCHC‘~II/IBaIOHIaH nepeaavyy pas3jmdHbIX
THIIOB Tpaq)m(a C FapaHTI/IeI‘;I napaMeTpOB Ka4€CTBaA.

JoctynHocTs ycayru

OTHOIIICHUE BPEMEHU HAXOXKICHHS OKa3bIBAEMBIX YCIYT B
pabodeM COCTOSTHHUU K 00IIeH POIOKUTSIFHOCTH HHTEPBaia
HAOJIOICHUS, BBIPAXCHHOE B TMPOIEHTaX (JOCTYIHOCTH 3a
pacyeTHBII nmepuon).

ECHA

®enepanbHas ToCyIapcTBeHHAs HHGOPMAaLMOHHAs CHCTEMa
«EnuHas cucreMa HMIOCHTHOHKAMU M ayTeHTHOUKALMH B
HHPpACTpyKType,  obecredmBarome  MHPOPMAIHOHHO-
TEXHOJIOTUYECKOE  B3aUMOJCHCTBHE  MH()OPMAIMOHHBIX
CHCTEM, HCIIONB3YEMBIX TUTS HPEeNOCTaBICHUS
TOCYIapCTBEHHBIX U MYHHLHIIAIBHBIX YCIYT B 3JIEKTPOHHOM
¢dopme» (ECUA)

ECIIJL

Bupryanpnas yacTHas CeTh (cetn) Omneparopa,
obecrieyrBaroias JOCTYI COIMAIbHO-3HAYUMBIX OOBEKTOB K
UH(POPMAIMOHHBIM CHCTEMaM H K cetu «HTepHEeT», a Takxke
rnmepenadyy — JaHHBIX — [pH  IPEJOCTAaBICHUH  JTOCTYyIIa
K MH()OPMALMOHHBIM CHCTeMaM U K ceTu «HTepHeT.

3anepxka

One-way delay, Bpemst mpoxosxacHus [P-makeToB mo y4actky
HW3MEPEHHsT B OJHY CTOPOHY (OT Tepemaromiell CTOPOHBI K
npreMHoi). OTpeessieTcst CoriacoBaHHbIME ¢ [ToTpeduTenem
METOJIaMH W TPH HEOOXOJNMOCTH pACCUUTHIBACTCS Kak
MOJIOBUHA  BPEMEHHOTO  HMHTEPBAla MEXIY MOMEHTOM
OTIPABJICHHS  COOOINEHUS  «3alpOC  dXO»  Mepearolei
CTOPOHOM W MOMEHTOM TIOJTYYEHHUS COOOIICHUS KOTKIIHK 3X0»
ot npuemHoii cropons! (PING nporokona ICMP).

HMNuas TexHosorus

TexHonorun JUHUH CBS3H, OTJIHMYHBICE OT TEXHOJIOTHH
BOJIOKOHHO-ONTUYECKON CBSI3M U CIHYTHUKOBOM TEXHOJIOTHHU.
Hcnonws3yerca B cllydyae HEBO3MOXHOCTH HCIOJIb30BAHUS
BO/JIC c obecnieqenrnemM HanOOIbIIEH CKOPOCTH MOAKIIOYEHHUS.

nuc

T'ocynapcTBeHHas, MYHUIUTIATbHAS HIIH HHas
UH(POPMAIMOHHAS CHCTEMa, KJIAacC KPHIITO3AIIUTHI KOTOPOWM
coorBercTBYyeT Kiaccy 3ammtbl ECIIJI u k KoTopo#
MpeaocTaBisieTcs JocTyn ¢ ucnoiszoBanueM ECIII.

Kanam L2

Kanan cBs3u oT 00bekTa 00pa3oBaTEeIbHON OpraHW3aINd, 10
Touku npucoeaunenus ECII/I.

Knacc tpaduka

Habop TtpeOoBaHmii K SKCIUIyaTallMOHHBIM IIapaMeTpam,
cobmonmaemMpiM  OmeparopoM TIpu  Ilepefadye 1o  CETH
MIPUMEHUTENBHO KO BceM IP-makeram, mpuHamIeXamum
JTAHHOMY THITY.

KommonenTt

CocraBmstromasi  YCIyr CBSI3H, ONpEACISIIomas OAHY W3
OCHOBHBIX TOTPEOHOCTEH, YAOBIETBOPSEMBIX C TOMOIIBIO
OKa3bIBa€MBbIX Y CIIYT.

Koadhpunuent norepu nakeron

MaxkcumanbpHas TOTeps TAKETOB — OTHOIIEHHE OOIIero
KOJIMYECTBA HEJOCTABICHHBIX MAKETOB K 00IIEMY KOJIHYECTBY
MepeaHHBIX TAKETOB, BEIpa)kaeMasi B IIPOIICHTaX MOTEPSIHHBIX
TTAKeTOB.

Ko

KontenTtHas hunpTpanms.
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Tepmun

Omnpenenenne

JInunblii KaOUHET

IlepconanbHas ctpanuna auas Ilotpeburens, opraHu3oBaHHAs
Ha pecypce caiita Oneparopa, JOCTYl Ha KOTOPYIO
OCYILIECTBIISIETCS IIYTEM ayTEHTH(HUKAIUHU C UCIIOIb30BAHHEM
ECUA c mo0oro ycTpoicTBa, MOJKIIOYEHHOTO K CETH
«uTepHeTY.

MCD

MesxceTeBoe 3KpaHUpPOBaHHUE.

Hesxenatenbubiii THTEpHET-Tpad MK

WuTepHeT-Tpaduk, NoCTymaromuil Ha 00opynoBaHne 00beKTa
00pa3oBaTeIbHON OpraHM3alMy, HAIMYHE KOTOPOI'0 MOXKET
ObITh OOycioBieHo HamumaneM DDoS-ataku, nmmbo npyruMu
He)XeJaTenbHbIMHU 11 [ToTpebuTens dpakTopaMu.

OOBexT COBOKYITHOCTB TEXHUYECKHUX CpPEICTB, CpencTB
BBIUHMCIUTENIbHOM TEXHUKH W MPOTPAaMMHOTO OOecredeHus,
PACHOIOKEHHBIX IO OHOMY aJpecy.

ITaker dopmatupoBaHHEIA 070K HH(pOpMAIWH, IMepeIaBacMbIi IO
CCTU CBA3H, q)yHKHI/IOHprIOLHeﬁ OCPEACTBOM TEXHOJIOTHUH
KOMMYTaIUH 1MaKeToOB.

A Ilepenaya naHHBIX.

[ToTpedurens [Tonp3oBatens Yciryramu cBsa3u Ha OObekTe.

[TopT Jlornueckwuit uarepdeiic BUC IMotpeburens Ha y3imax J0CTyIa

cetu Omnepatopa.

ITocTOsIHHBIN Geblil CIIUCOK

[epeuensb pecypcoB B cetu «MHTEpHET», JOCTYN K KOTOPBIM
paspemeH o 3amnpocaMm lloTpebureneil ¥ ynoIHOMOUYCHHBIX
TOCYAapCTBEHHBIX OPTaHOB Ha IMOCTOSIHHOM OCHOBE.

HpOI_[eHT NMOTCPAHHBIX TAKETOB

IP packet loss ratio, OTHOIIEHHWE pPAa3HOCTH KOJIMYECTBA
OTIPABJICHHBIX B KOHEYHYIO TOYKY yd4acTKa n3mepenus IP-
[AKeTOB U KOJIMYECTBA IPHHATHIX B 9TOH Touke [P-makeros, K
KOJINYECTBY OTIPABJICHHBIX B KOHEUHYIO TOUKY IP-makeTos.

Cetb «HTEpHET»

I/IH(I)OpMaHI/IOHHO-TeJ'IeKOMMyHI/IKaL[I/IOHHaFI CCTh «I/IHTepHeT».

CHyTHI/IKOBaH TECXHOJIOTHUA

O,I[I/IH U3 BHUIOB KOCMHYECKOMN paanocsA3u, OCHOBaHHEBIA Ha
HCIOJb30BaHMHU B Ka4CCTBC PECTPAHCIATOPOB UCKYCCTBCHHBIX
CIITYTHUKOB 3emun — CIICHHUAJIU3UPOBAHHBIX CITYTHHUKOB CBA3U.

Cror-gaxTop

[Mpusnak cocrosHuss OObBekTa, NPH KOTOPOM OKa3zaHHE
MIPEAYCMOTPEHHBIX 3asBKOH Y CIIyT CBsI3M HE TpeOyeTcs 1o He
3aBucsIMM oT Oneparopa 00CTOSTEIBECTBAM.

T3

HaCTOﬂH.IGe TEXHHUYCCKOC 3aJaHUC.

Touka npucoeaunenus ECIT/]

CpencTBa CBS3HM, BXOJSIIHME B COCTaB CETH 3JIEKTPOCBA3H
OmnepaTtopa, C TIOMOIIBIO  KOTOPBIX  OCYIIECTBIISAETCS
HNOJKITIOUEHHEe M JOCTYH 00pa3oBaTeNIbHOW OpraHM3alud K
ECIIA.

Tpaduk CoBokynHOCTh [P-mtakeToB, mepemaHHBIX MO CETH Mepemadu
JIAaHHBIX.
non IenTp 00pabOTKH M XpaHEHUS TaHHBIX.

YepHblii CIIUCOK

Ilepeuens pecypcoB B cetu «VHTEpHET», JOCTYI K KOTOPBIM
3abnokupoBaH Ha ypoBHe K® mo 3ampocam [lorpebureneit n
YIOJHOMOYEHHBIX FOCYJapCTBEHHBIX OPraHoB.

2. O0mmue cBeIeHUA

2.1. VYcnyru cBsA3M OKa3bIBAIOTCA HEMPEPBIBHO, KPYIVIOCYTOYHO M E€XKEIHEBHO



https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%98%D1%81%D0%BA%D1%83%D1%81%D1%81%D1%82%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D0%97%D0%B5%D0%BC%D0%BB%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%BF%D1%83%D1%82%D0%BD%D0%B8%D0%BA_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8

B COOTBETCTBUU C yCI0BUsAMH T3.

2.2.  Oxazanue Yciayr CBsI3U OCYLIECTBIISIETCS B COOTBETCTBUM ¢ baHKOM 3aka3a,

ABJISIIOIIUMCSI HEOTheMIIeMOH yacThio JloroBopa.
2.3. Ilepeuenb Yciyr CBsA3U BKJIIOYAET B ceOsI:

2.3.1. Ycayra «EnuHasi _ceTb nepelaydd JaHHBIX» (Mepenaya JaHHBIX MpH

OCYLIECTBJIECHUM  JOCTyIla K  TOCYAApCTBEHHBIM,  MYHHULIMIAIBHBIM,  WHBIM
uHpopmanmoHHbIM cuctemMamM U k cetu «Mutepuer») (KommonenT «Ilepemaua

JAHHBIX») B COCTABE YCIIYT:

—3allluTa JaHHBbIX, O6pa6aTLIBaeMBIX n IICpcaaBacMbIX  IIPH
OCYIICCTBJICHNHU A0CTyIla K rocyaapCTBCHHBIM, MYHUIUIIAJIbHBIM, HWHBIM

HH(bOpMaHPIOHHBIM CHCTCMaM H K CCTHU «HHTepHGT» (KOMHOHCHT «3aana HaHHbIX»);

— obecrieyeHne OTpaHMYEHUs  JocTyna K  MHpopManuu,
pacnpoctpaHeHue koropoi B Poccuiickoit denepanuu 3anpeiieHo, 1 K “HpopManuu,
OPUYUHSIONIEH Bpea 310pOBbIO U (MJIM) Pa3BUTHUIO JETEH, coaeprKalleiicss B CETH

«uatepuer» (KomnoneHnT «OrpannyeHue 10cTyna kK uHGopMamum»);

— MOHUTOPHHT M  oOecrieueHne  O€30MacHOCTH  CBSA3M  IIPHU
OpPEAOCTaBICHUM  JOCTya K  TOCYJapCTBEHHBIM,  MYHUIMIAIbHBIM,  HWHBIM
uHpopmarmonHpiM cucteMaMm u K cetu «utepuer» (KommoHeHT «MOHUTOPUHI M

ol0ecrieyeHne 0€30MACHOCTH CBSI3N»).

2.3.2. IIpexocTaBjieHHe T0CTYHA K yveavre « EfuHas ceTrh nepeaadyu TaHHbIX)

(mpenocraBinenue ¢ wucnois3oBanueMm ECIIJ[ goctyma K  ToCyJapCTBEHHBIM,
MYHULIMNATbHBIM, WHBIM HWH()OPMAIIMOHHBIM cUCTEeMaM H K cetu «MHTepHeT»

(Kommnonenrt «IIpemxocraBiieHune 10CTyna).

2.3.3. Ycayra no opraHu3anmu kanaja (opranuzanuu nogxiatouenust k ECIIT)

(KomnoHeHT «Opranun3anus kanaua L2y).

2.3.4. Yeayra no _npeaocTaBjieHUI0 YACTHOW BHPTYAJBLHOI ceTH (mepenaye

nanHbix mpu ocymiectBieHun noctyna k ECIIJl) (Kommonent «Ilepenaua gaHHBIX

L2y»).
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24. ECIA nomxHa ObITh OpraHM30BaHa MO MPHUHIMITYY MOJHOCBS3HOM,
3AIIMIIEHHON CETH CBSI3H, W30JIMPOBAHHOM OT ceth «MHTEpHET» M CceTel Apyrux
MOJIb30BaTEeJIe Ha JIOTHYECKOM YpPOBHE M TOJAJEPKHUBAIOLIEH OOMEH JaHHBIMU
(Tpadukom) uepe3 Touku npucoenunenuss ECIT/.

2.5. Jna oxazanuss Ycmyr cBszu B coctaBe ECIIJ] opraHu3yroTcs KaHalbl
nepenaun naHHbiX U Touku npucoeauuenus ECII/I.

2.6. Omneparop oOecnieyuBaeT MNPUCOCAVMHEHUE KaHalla CBSI3M  MEXKIY
oOpazoBarenbHoit opranuzanuei u ECIIJ] B Toukax npucoeaunenust ECIT/I.

2.7. He pomyckaeTcda oOpraHu3alus KaHAJIOB CBSI3M, HCHOJB3YIOIIUXCS I
OKazaHus Y CIIyT CBs3U 00pa30BaTEIbHBIM OpPTraHU3alusIM, 4epe3 ceTb «THTepHeT».

2.8. Jlns oOpaszoBatenbHbix opranuzanuii B coctaBe ECIIJl opranusytorcs
CIEIYIOIINE OTHACIbHBIE BHUPTYaJbHBIE CETH, BKIIOYasg, HO HE OrPAHUYUBASICH
CIEAYIOLIUMU:

— TIepemayd  JaHHBIX ~ 00pa3oBaTeIbHBIX  OpPraHM3alMi MpU  JIOCTyHe K
MH(POPMAITMOHHBIM CUCTEMAaM U B ceTb «UTHTepHETY.

2.9. Tpaduk, npenHasHauCHHBIA JUIsI OTIACIBHBIX BUPTYaAJIbHBIX CETEH, HE
JOJKEH TEPEMEITNBATHCS.

2.10. Oneparop 00s3aH OKa3bIBaTh YCIYyIrd CBA3U JJisi 0Opa30BaTeIbHOM
opraHuzaiuu 0e3 orpaHuyeHus oobema nepeaaun (0e3JIMMUTHO).

2.11. Iogxmouenne Kanana L2 or oOpa3oBarenbHON opraHuzanuu K Touke
npucoenudenus: ECIT] mpoBoautcs cunamu Oneparopa.

2.12. Omneparop mnpenocTaBisieT M yCTaHABIMBAeT i OOBEKTOB AOOHEHTa,
npucoequHsaemMbix (noaximouaembix) k ECIIl, xpunroMapuipyTuzaTopbl. YCTaHOBKA
KPUIITOMAPIIPYyTU3ATOPOB OCYIIIECTBISETCS B TEICKOMMYHHUKAIMOHHBIC TKadel. B
ciyJae OTCYTCTBHUSI Ha 00BEeKTE o0pa3oBaTeabHOM OpraHu3aluu
TEICKOMMYHHUKAIMOHHOTO TiKada OmnepaTop OCYyIIEeCTBIISET €ro YCTaHOBKY.

2.13. Omeparop B T€UEHUE BCETO CPOKA OKa3aHUs Y CIYT CBSA3M 0OECTeUnBacT 3a
cBol cuer HacTpoilky CE s okazaHus YcCiyr CBsi3M, IPELYCMOTPEHHBIX J[0OrOBOpOM,
TEXHUYECKOE  OOCIYy)KMBaHWE€ W  PEMOHT O0OOpyIOBaHWsA, B TOM  YHCTE

KPUIITOMApIIPYTU3aTOPOB,  YCTaHOBIEHHBIX OmepatopoM B  00pa3oBaTesbHON
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OopraHu3aluu. HpI/I 9TOM CPOKH U MOPAIOK BBIIIOJHCHUS PCTIIAMCHTHBIX U PCMOHTHBIX

paboT ycTaHaBIMBAIOTCS PeriiaMeHTOM TeXHUYECKON MOAEPKKH MTPH OKa3aHUU Y CITyTH

CBJI3H.

2.14. TpebOoBaHUs K CPEACTBAM MAPUIPYTU3ALIAH:

2.14.1. CpezncTBa MapuipyTH3alUK JOJKHBI BRIMOIHATh QyHKiuu Firewall u
QoS, a Takxe JOKHBIL:
—  obecrnieunBaTh BO3MOKHOCTh MOHUTOPHUHTA COCTOSIHUA 110 MPOTOKOIy SNMP;
—  MOAJAEpPX UBATh CTATUYECKYI0O M JMHAMHYECKYIO0 MapuipyTtuzanuio [Pv4 mo
nporokony BGPv4 (cneundukanusa IETF RFC 1771);
—  o0Omagate Mexanuzmamu guibtpanuu Tpaduka no TCP/UDP noprawm;
— o0ecneunBaTh MOJACPKKY HE MeHee 3 (TpexX) KIAaccOoB OOCITYyKUBaHUS
tpaduka mogenu DiffServ.
2.14.2. Pexxum paboThl CpeACcTB MapHIPyTH3alMU — KPYTJIOCYTOYHBIN
HEOOCTy)KMBaeMbIi, 10 cxeme 24 yaca B CyTKH, 7 IHEU B HEJEIIIO.

2.15. TpebOoBaHUs K TEXHUYECKOU MOIAEPKKE IPU OKA3aHUM Y CIIVT CBI3U:

2.15.1. B nepuon okazanust Ycuyr cBsazu Oneparop o0s3aH OCYIIECTBISAThH
TeXHUYECKyr0 mnojaepkky llorpebuteneit (manee — TexHuueckas MNOAAEPHKKA) IO
BOIPOCAM OKa3aHUs YCIyr CBSI3U B COOTBETCTBMM C PerinaMeHTOM TEXHUYECKOU
NONJEPKKU  IIPU  OKa3aHUM  YCIyI'M  CBSI3UM, PAa3MEIICHHBIM Ha  cauTe

https://espd.wifi.rt.ru/contacts.

2.15.2. B nensix okazaHusi JOMOJHUTETbHON KOHCYJIbTALIMOHHOMN TTOIICPIKKH
[ToTpebuTeneit mo Bompocam, CBA3aHHBIM C OKa3aHWEM Y CIIYT CBS3H, a TAKXKE B IIEJISX
oOecreueHns BO3MOXXHOCTH YIpaBJIeHUs Y CIyraMu CBsi3U cO cTOpoHbl [loTpedurtenei,
Omnepatop ucnonb3yeT pecypc B cetu «aTepHET™ https://espd.wifi.rt.ru, pazmeniaer Ha
HEM MHCTPYKIIMU U JOTIOJTHUTEIbHbIE MaTepualibl s [loTpebuTeneit, a Takxe JIMUHBIM
KaOWHeT.

2.15.3. TexHuyeckas MoanepKKa JOJKHA OCYLIECTBIATHCS KPYTJIOCYTOYHO U
€XKETHEBHO B COOTBETCTBUU C PeriiaMeHTOM TEXHUYECKOW MOAACP)KKU MPHU OKa3aHUU
Yciyru cBsi3u.

2.15.4. OO6parieHus: B TEXHUUECKYIO MOJIEPAKKY JOJDKHBI PErUCTPUPOBATHCS


https://espd.wifi.rt.ru/contacts

MOCPEACTBOM CJIEIYIOIINX CIIOCOOO0B:
— [0  €IMHOMY  OECIUIaTHOMY  KOHTAaKTHOMY  HOMepy  TeleoHa
8 800-301-34-14;
— TIOCPEACTBOM OTIPABKH COOOIICHUI SJICKTPOHHOW IOYTHl HA EIUHBINA
MOYTOBBIN SIIMK espd@rt.ru;

— mocpeacTBoM Jlnunoro kabuneTta https://espd.wifi.rt.ru/cabinet;

— aBTOMAaTHYECKOE 3aBEJACHHE WHIUJACHTOB Ha OCHOBAaHUU COOBITHIA,
NOJIYYCHHBIX B Xoje okazaHusi Kommnonenta «MoHuUTOpUHT u  oOecleyeHue
OoezonmacHocTH  cBs3M»  (DneMeHT  «MOHUTOPUHI  THapaMeTpoB  KadyecTBa
MPEOCTABIISIEMBIX YCIIYT).

2.15.5. [IpodumnakTuueckue padoThI:

1) Ilpu npoBeneHun npopUIAKTUYECKUX paldOT JOMYCKAETCs MEPEPHIB B
OKa3aHUH Y CIIYT CBSI3U.

2)  IlpoBenenue yka3zaHHBIX BHUJOB PadOT JOKHO OCYIIECTBIATHCS B Yachl
HavMEHbIIEH HArpy3ku © UHOOPMHUPOBAHHE NPEACTABUTENA OO0Opa30BaTEIbHOU
OpraHu3alMK JOJKHO OBITH MTPOU3BEJICHO 3apaHee HEe MEeHee ueM 3a 3 pabouux JHS JI0
Hauaja padoT 1o TejaedoHy WIH 3JIEKTPOHHOU MoYTe.

2.15.6. [TpropuTeTsl U BpeMs BOCCTAaHOBJICHHUS PabOTOCIIOCOOHOCTH Y CIIyT
CBS3U:

1) HeucnpaBHOCTH NOIpa3JEisAIOTCS HAa YEThIpE MPUOPUTETA MO CTEHEHU
CPOUYHOCTU UX YCTPAHEHUS:

1-v1ti npuopumem — Kpumuunwiii:

—  CcompoBOXKJaemas ycliyra He J0CTYIHA (aBapusi);

2-oul npuopumem — Bvlcokuii:

—  (UKCUPYIOTCA TEPUOJAMYECKUE NPEphbIBaHUS WM Jerpaaanus (CHMKCHHUE
CKOPOCTH OTHOCHUTENIbHO 3asBJICHHOW) B paboTe YCIyru CBsI3U B OJHOM
o0pa3oBaTeILHON OpraHU3alliu;

3-1i npuopumem — CpeoHuii:

—  HapylIeHHE BCTIOMOTAaTeNIbHON (YHKIIMOHATBLHOCTH Y CIIYT CBSI3U;

— 3a1pocC Ha O6CJIy>KI/IBaHI/IC NI UBMCHCHUEC HACTPOCK;
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—  3ampoc Ha U3MEHEHWe KOHPUTYpauy Wi (YHKIIMOHATEHOCTH Y CITYT CBS3H;
4-u npuopumem — Huzkuu:

—  mpoOsaeMbl 6€3 yTpaThl CIIOCOOHOCTH Y CITYT CBSI3H;

—  3ampocChl IO OKa3aHUIO WH()DOPMAITMOHHON TTOAICPKKH;

- MpCaCTaBUTCIIIO O6p330B3.T€JILHOﬁ OpraHu3anuunu Tpe6yeTc;I KOHCYJIbTallHA.

[TokazaTenb HopmatuB BpemeHU peleHus

Pexxum perucrpannu .
24 gaca 7 nHEeW B HEOEIIO

oOparieHuit

10* vacoB pabouero Bpemenu (¢ 08:00 mo 18:00
Bpewms pemenus MECTHOTO BpEMEHH 10 pabOYuM JHSIM) C MOMEHTa
UHIIUJIEHTOB IIEPBOTO perucrpanuu oopalieHus.
IpUOPUTETA B nHu npoBeneHns eAMHOr0 rocy/1apCTBEHHOTO

9K3aMeHa — KPYIJIOCYTOUHO

14* gacoB pabouero Bpemenu (c 08:00 go 18:00
Bpewms pemenus MECTHOTO BpEMEHH 10 pabouuM JHSIM) C MOMEHTa
WHIIUICHTOB BTOPOTO peructpanuu oopaIieHus.
npHoOpHUTETa B nHU npoBeseHns eAMHOTO TOCYIapCTBEHHOTO

AK3aMEHa — KPYIJI0CYTOYHO

Bpewms pemenust
peMLD 20* gacoB pabouero Bpemenu (¢ 08:00 qo 18:00
UHITUCHTOB TPETHETO
MECTHOTO BPEMEHU TI0 pabOYUM JHSIM).
IpUOPUTETA

Bpewms pemenus
peMLD 24* yaca pabouero Bpemenu (¢ 08:00 mo 18:00
MHLUJEHTOB YETBEPTOIO

MECTHOTO BPEMEHU N0 pabOUUM JTHSIM)

MpUOpUTETA

*) VYkazaHo BpeMsi yCTpaHEHHMsS HEHCIPABHOCTH, HE TpeOyroliee BhIe3/a.
JI71s1 BOCCTaHOBJICHUS MarucTpajabHON KabeIbHOM MHPPACTPYKTYPHI, paOOT Ha y3JI0BOM
¥ MarucTpajbHOM OO0OpPYAOBAHHH, 3aMEHBI 000PY/I0BaHUS/BOCCTAHOBIICHUS KaOEIbHOM
uHppacTpykTypsl Oneparopa u UHBIX paboT, TPeOYIOMKMX BbIe3/la B 00pa30BaTEIbHYIO
OpraHU3aINI0, HOPMAaTHBHBIC CPOKHU PEIICHUS MHITUICHTA YBEIMYUBAIOTCS Ha 48 4acos.

VYkazaHo BpeMs 11 BOCCTAHOBHUTENIBHBIX Pab0T uHPpacTpykTyphl Oneparopa, 6e3 yuera
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BPEMEHH BOCCTAHOBUTEIBHBIX Pa0OT 00OpyHOBaHUS 00pa30BATEIbHONW OpPraHU3AlINH,
UHPPACTPYKTYphl MH(YOPMAIIMOHHBIX CHUCTEM, a TaKXkKe HaIudus 00pa3oBaTEIbHOMN
OpraHu3alliy B TPYJAHOJOCTYITHOM HACEJICHHOM ITyHKTE.

Jlnst oOBEKTOB, pacHoJIOKEHHBIX B TPYAHOJOCTYIIHBIX HACEJIEHHBIX MYHKTaxX
(TpyAHOJOCTYIIHBIN HACENEHHBI MYyHKT - 3TO HACEJICHHBIM IMYyHKT, KOTOPBIM B CHIY
MOTOJHBIX, MPUPOJHBIX, TEXHOTEHHBIX M HMHBIX OOCTOSITENBCTB M (WJIM) OTCYTCTBHUS
AJIIEMEHTOB HWH(QPACTPYKTYpPhl CTAHOBUTCS HEJOCTYMHBIM WU TPYIHOJOCTHKUMBIM
JUTSI TPAHCTIOPTHBIX CPECTB) CPOK PEIICHMS MHIIMEHTA JIJISl BOCCTAHOBJICHUS KAOEIbHOU
uHppactpykTypel OnepaTtopa, 3ameHbl oOopyaoBanus OrmnepaTopa M HMHBIX padoT,
TpeOyIOIMX BbIE3Ia HA OOBEKT, a TaKXKe JUIsi BOCCTAHOBJIEHUS MAarvcTpanibHOU
Ka0enpHOM HMH(PACTPYKTYphl, pabOT Ha y3JI0BOM M MarucTpajbHOM OOOpYIOBaHHH,
yBeJIMYMBaeTCs Ha 9 pabouux AHEH.

B cinywasix, ecnu A peiieHus 3aaBKU TpeOyeTcs JOMOIHUTENIbHAsT HH(OpMaIus

ot IlorpeOutenss mnu mpoBepka pabOTOCIIOCOOHOCTH C €ro CTOPOHBI, BpEMs

MPOCTOSI HE YYUTHIBAETCS, A0 MOJIYYESHHS 3alPOIICHHON NH(OPMALIHH.

OtxitoueHus (TepephiBbl), BRI3BAHHBIE JIFOOOW M3 MEPEUNCICHHBIX HUXKE IPUUMH, HE
KJIACCU(PHUIIMPYIOTCA KaK HEJOCTYITHOCTh WJIM HEUCTIPABHOCTH:
—  MpoBeACHWE IUTAHOBBIX TpodunakTuueckux pabdor (manee — [IIIP)
c yBeioMJIeHHeM AOOHEHTa B CPOK HE MEHEE TpeX pabouux AHEH 10 BpeMEHH
MpoBeIeHUs padoT;
—  pabora Ha o6opynoBanuu OnepaTtopa 1o 3anpocy [lorpedurens;
—  TecTupoBaHue Ycayr cBa3u mo 3ampocy llotpeOurtens B ciyuae, Korjaa
He ObLJIO BBISBJICHO HUKAKOW HEMCIPABHOCTU MJIM HEIOCTYIHOCTH;
—  HewWcnpaBHOCTH wiH JeexTsl 00opynoBanus [loTpedbureneit;
—  TIepephIBBl B TPEIOCTABICHUU YCIYT CBS3H, BBI3BAHHBIC YMBIIIJICHHBIMU
WJIM HEyMBIIUIEHHBIMU JieiicTBusiMU [loTpeOuTeneii;
—  ¢opc-Maxop, B TOM YHCIE JACHCTBUS, BIOPSIMYIO WM KOCBEHHO BIIMSIOIINE
Ha CPOKH OpraHu3aiuu padoT win codmoaeHrne Oneparopom 00s3aTeIbLCTB B

pamkax T3.
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3. CocraB Ycayr cBsi3n
Oxkazanne OnepaTopoM Y CIIyT CBA3U COCTOUT U3 cleayromux KoMIOHEHTOB:

3.1. KoMIoHEHT «I[IpegocTaBacHUE AOCTYIIa» oOecrneunBaeT MpcaoCTaBJICHUC

nocTymna oopazoBarenbHbiM opranu3anusm Kk ECIIJ] B ciyuae ero orcyrcTBus (nanee —
IIpenocTraBieHue 10cTyna).

3.2. KoMIoHEHT «Ilepenaya JaHHBIX) oOecreynBaeT nepcaady AaHHBIX IIpHU

OCYILIECTBJICHUM  JIOCTyla K  TOCYJapCTBEHHBIM,  MYHHUIMOAIbHBIM,  HUHBIM
uH(popMaIMOHHBIM cucTteMaM M Kk cetn «WurepHer» (nanee — Ilepenaua JaHHBIX)
B COCTaBe:

— KoMIIoHEeHT ((3aHII/ITa JaHHBIX)» oOecreynBaeT 3allIUTyY  OAHHBIX,

o0pabaTbIBaeMbIX U MepeaBaeMbIX MPU OCYIIECTBICHUH JIOCTYNa K TOCYIapCTBEHHBIM,
MYHUITUTIAJTFHBIM ¥ WHBIM WH(POPMAIMOHHBIM CHCTEMaM, a TaKkxke K cetn «HTepHEeT»
(lanee - 3amura gaHHBIX) (B ONPEACICHHBIX CIy4YasX BO3MOXKHO OKa3aHHUE YCIyr 0e3
KomrmonenTa «3amura 1aHHbIX»);

— KoMIIoHEeHT <<OFDaHI/I‘-I€HI/IC JOCTVIIa K I/IHd)ODMa]_II/II/I» obecrnieynBaeT

OorpaHu4eHue JaocTyna K HHpoOpMauuu, pacnpocTpaHeHue KoTopodl B Poccuiickoit
®denepanyu 3anpenieHo, U K MHPOpMaIMK, HaHOCSIIEH Bpea 3/10pOBbI0O U Pa3BUTHIO
nerer, conepxamierics B cetu «MHTepHer» (nasiee — OrpaHuyeHue AOCTYNa K
uHopMmanun);

—  KowmmoneHT «MOHUTOPUHT ©W oOecrieueHue Oe30IMaCHOCTU  CBSI3U»

obecrieyMBaeT MOHUTOPUHT M O00ecreueHre 0€30MacCHOCTH CBSI3U TMPHU MPEAOCTABICHUN
JOCTYTa K TOCYyAapCTBEHHBIM, MYHUIIUTIATLHBIM U UHBIM UH()OPMAIIMOHHBIM CUCTEMAM,
a takxke k cetu «MutepHer» ([Janee — MOHUTOPUHT M o0ecnedyeHue 0e30MACHOCTH
CBSI3H).

3.3. KowmmoneHT «Opranu3aius kaHajga [.2» oOecrneyuBaeT OpraHu3aIHio

KaHaja CBSI3M, BKJIOYAsl €ro CO3JaHuEe WM MOJECPHM3ALUI0 B CIIydyae BO3MOXKHOCTH
yJIYUIIEHUS MMapaMeTpOB KaHaja CBSI3U B COOTBETCTBUU C T3 ¢ 1ENbI0 MOJIKIIOYEHUS K
ECIIJ (Tanee — Opranu3zanus kanamaa L2).

3.4. Kowmnonent «llepenaya nanubix L2» oOecrieuuBaer mnepenayy AdaHHBIX

Mexay oObekTamu oOpaszoBaTenbHbx opranmzarnuii u ECILJ] (Jlanee — Ilepemaua
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nanHbix L2).

4. TpeOoBaHus K Yciayram cBsizu

4.1. VYciuyru cBsI3U TOHKHBI TPEICTABIATh COO0H COBOKYMHOCTh KOMIIOHEHTOB
C BO3MOXXHOCTbIO HMX KOMOMHANMW W u3MeHEeHU. (OCHOBHBIMU MPUHIIUIIAMH
obOecrieueHrss YCIyT CBSI3M JOJKHBI SIBJISTHCS YHUBEPCATBHOCTH, YIPABISIEMOCTh
1 MacIITabupyeMOCTb.

4.2. VYopasiaeHue YciayraMu CBI3H.

Ornepatop I0MKEH OCYIIECTBIATH YIIPABICHUE U3MEHEHUSIMHU, KOTOPhIE MOTYT

BKJIFOYATh U3MEHEHUSI TAPAMETPOB Y CIIYT CBSI3U:

— unTepdeiicel obopynoBanus Touek npucoeaunenus: ECIII, k kotopomy
noakarouaercd Kanam L2;

— tonojiorust ECIIT/I;

— IP-anpeca u nmoaceru;

— MIPOTOKOJIBI MAPLIPYTHU3ALINH;

— po@ I MOPTOB TOCTYIIA;

— MPOMYCKHAasi ~ CIMOCOOHOCTh  Mepeaaud  Tpaduka  pa3HbIX  THUIIOB
0 TPENOCTaBISIEMbIM KaHaJaM CBS3M JUIsi  00pa3oBaTeNbHOM  OpraHu3aluei
B 30HE OTBETCTBEHHOCTH Ornieparopa;

— nmapaMmeTpbl KauectBa nepenaun I[P-maketoB u Ethernet-kaapos st
o0Opa3oBaTenbHON OpraHU3alliy B 30HE OTBETCTBEHHOCTH OriepaTopa;

— nmapaMeTpbl KadecTBa Tmiepenauu [P-maketoB it oOpa3zoBaTesibHOM
OpraHu3ally B 30HE OTBETCTBEHHOCTU OnepaTopa;

— MIPUOCTAHOBIICHNE WM BO30OHOBIIEHUE OKa3aHUs Y CIIYT CBSI3H;

— NPEKPALLCHUE OKa3aHMs Y CIYyT CBSI3H;

— WHBIE coryiacoBaHHble AGoHeHTOM 1 OrnepaTopoM mapaMeTpsl Y CIIyT CBSI3H.

5. TpedoBanus k Komnonenram

5.1. VYcayru cBsi3M JOMKHBI TPEJACTaBIATH COO0OM HAOOp  CIEAYIOIIMX

KOMITOHEHTOB U 3JIEMEHTOB:

1) Kowmnonent «IIpenocraBieHue J0CTynay.




2)

3)

4)

S)

6)
7)
5.2.
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Komnouent «llepenaya naHHBIX»:

e DOieMeHT «llepenaya nanueix B BUC ¢ 3amaHHBIME nIapameTpaMu
Ka4ecTBay;
e DOnemeHT «llepenaua qaHHbIX B ceTh «HTEpHETY.

KommnoHeHT ((3aH_II/ITa JAHHBIX) !

o OnemeHT «Kpunrtorpaduyeckas 3ammTa KaHAIOB CBSI3M».

KoMIIoHEHT ((OFDaHI/I‘{eHI/IG JOCTVYIIA K I/IHd)ODMaHI/II/I»:

e DneMeHT «KoHTeHTHast QUIbTpaIus.

KommoneHt «MOHI/ITODI/IHF n obecneueHne 0€30MaCHOCTH CBS3H»:

e DjemeHT « MOHUTOPUHT MapaMeTPOB KaueCTBA MPEI0CTABIISIEMBIX
YCIyT»;

e DOnemeHT «3amnmra oT DDoS-aTak»;

e DjneMeHT «MeXCeTeBOE IKPAHUPOBAHUEY.

Kommonent «Opraauszanmst kagaiga L2y,

Kommonent «llepenaya nanaerx L2).

Komnonenr «Ilpexocrasienue gocrynay».

Kommnonent ((HpeI[OCTaBJ'IeHI/Ie A0CTYyIIa» AOJDKCH ABJIATHCA YHHBCPCAJIBHBIM,

YIPaBISICMBIM U MaCHJTa6I/IpyeMBIM .

5.2.1. TpeboBanug k apxurekrype Kommnonenra «I[IpenocraBieHue 10CTyIay.

Apxutektypa Komnonenta «lIpegocraBnenue noctyna» npuseaeHa Ha PucyHok 1.
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Pucynok 1 Apxutektypa Komnounenta "l[Ipenocrasnenue nocryna'

5.2.2. Texuuueckue CpCaACTBA pCain3alnn KomnoHeHTa Ycenyr «IIpegocraBieHue

TOCTYTIa.
[Tonkmouenne Kananma L2 x Touxe npucoenunenus ECIIJ k Touxke

npucoenunenust ECIIJ] ocymiecTBisieTcs: B COOTBETCTBUM C TpeOoBaHUsIMU T3.

5.2.3. Yopasnenne KomnoneHTom «IIpeaocTaBiieHUE TOCTYVIAY.

OmnepaTop MOJDKEH OCYIISCTBIISATH YIpaBICHUE U3MEHEHUSMH, KOTOpPhIE MOTYT
BKJTFOYATh H3MEHCHHUS ITapaMeTPOB OKa3aHUs Y CITYT CBSI3U:

— uHTepdeiic Ha obopynoBanun OrmnepaTopa, K KOTOPOMY MOAKIHOYAETCS
Kanan L2;

— tononorust ECIII;

— [P-aapeca u moacerw;

— MIPOTOKOJIBI MAPIIPyTH3AIINH;

— MpoQIN MOPTOB JOCTYIIA;

— MPOIYCKHAasl ~ CIIOCOOHOCTh  Tepeaaud  Tpaduka  pa3HbIX  THIIOB
M0 TPEJIOCTABIIIEMBIM KaHajaM CBS3M IS 00pa30BaTeIbHBIX OpPTraHHW3aIlliii B 30HE
oTBeTCTBeHHOCTH Omieparopa;

— napamMeTpsl KadectBa mnepenauu [P-makeroB u Ethernet kampoB mms
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00pa3oBaTeNbHbIX OpraHu3alyil B 30HE OTBETCTBEHHOCTH Oneparopa;
— IIPUOCTAaHOBJICHUE WU BO30OHOBJICHUE OKa3aHUsS Y CIIyTH CBA3H.

5.2.4. TDC6OB3HH5{ K JAOIIOJTHHUTCIHbHOMY d)VHKHI/IOHaJIV N  COIIPSXKCHHIO

CO CMCKHBIMHU CUCTCMAMM:

1) KOMIIOHEHT J0JKEH HMETh BO3MOXHOCTh pacCHIUpATh (YHKIIHOHAT
MOCPEJICTBOM MOJKIIIOUEHUS K MH(DOPMAIMOHHBIM PECypcaM U CUCTEMaM, 0€3 CHUKCHUS
YPOBHS nH(OOPMAITMOHHON 0€30MacHOCTH, €MKOCTH Yenyr CBSI3U
U TIPOU3BOJIUTEILHOCTH.

2) K cMexHBIM cUCTEMaM OTHOCSITCS:

—  ceTb «/HTEepHET?;

— 1O/ Oneparopa u/unu Branensues UC.

5.2.5. Kommnonent «IIpegocraBienne Aoctynay JOJIKEH 00ECIEUUTh COBOKYITHYIO
IPOITYCKHYIO CIIOCOOHOCTh M3 pacueTra HEOOXOIUMOCTH OOeCreueHus IS KaKI0To
MOJIKJIF0YaeMoro o0beKkTa 00pa3oBaTeNbHON OpraHu3alii, B COOTBETCTBUM C 3asiBKAMU
CIEAYIOIINX MapaMeTPOB:

—  HaxojsIuecs B TOPOJCKHUX moceneHusix — He menee 100 (cra) Mowut/c mo

HaIpPaBJICHUIO «OT»/«K» 00pa3oBaTeIbHON OpraHu3aluy;

—  HaxoJjsIuecs B CEIbCKHX MOceJIeHus X — He MeHnee 50 (mstuaecstu) Mout/c

10 HAMPABICHUIO «OT»/«K» 00pa30BaTeIbHON OpraHU3aIINH;

—  HaxXoJIdIIHUecs B TPYIHOJOCTYIHBIX HACEJICHHBIX IMYHKTaX, MOJIKIIOYCHHBIC

0 CIYTHUKOBBIM KaHallaM CBs3M — He MeHee 1 (omgHOro) MoOwuT/c 10

HaIpaBJICHUIO «OT»/«K» 00pa3oBaTeIbHOM OpraHu3aIuu.

Jlns  00BEKTOB 00pa30BaTENbHBIX OpTraHW3alUi, TMOJKIIOUYEHHBIX IO
CIIyTHHKOBOW WJIA WUHOM TEXHOJIOTMH, OTIMYHOU OT BOJIOKOHHO-ONTHUYECKOW JIMHUU
CBSI3U, TOTTYCKAETCs] aCHMMETPUYHOCTh KaHalla CBSI3H.

5.2.6. Komnonent «IIpenocraBienue nocTymna» J0JKEH 00ecreuynBaTh TOCTYI K

cetu «HTEpHET» M BO3MOXKHOCTH JIOCTyma obOpaszoBarenbHON opranuzanuu k MC B

COOTBETCTBHUHM C TpeOoBaHUsIMU T3.

5.2.7. Ha3zuauenne Kommonenra «IIpenocraBieHne TOCTYIIAY.

Kommnonent VYcuyr cBsasu  «lIpegoctaBienue  noctyma»  MpeaHA3HAYECH
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JUTSL OpTaHU3aIy TOAKITIOYCHUST o0pa3oBaTenbHOM opranu3anuu depe3 Kanmam L2 x
Toukam npucoeaunenust ECILI.

5.2.8. TDC6OB3HHG K KOMHOHCHTV «IIpegocTaBacHUE JOCTYHAY:

1)  ECIIJI nomkHa mpeacTaBisiTb cCOOOW BBIACICHHYIO CETh, MOCTPOCHHYIO
Ha oOopynoBanuu OrmnepaTopa U HCHOIB3YIOUIYI0 COOCTBEHHbIE KaHajbl CBSI3U
Orneparopa, UCKITIOYAONTY0 OPraHU3aliI0 KaHAJIOB MOBEPX ceTH «IHTEpHET.

2) ECIIl nomkHa OBITh MOCTPOEHA C MCIOJB30BAHUEM TEXHOJOTUU
MHOTOIPOTOKOJIBHOM KOMMyTaruu 1o Metkam [P/MPLS u umerr BO3MOXHOCTBH
obecneuenus ceppucon L.2/1.3 MPLS VPN.

3) ECIIJI npomkHa m0OONIEpPXKUBATH CTAaTUUECKYID U JUHAMHYECKYIO
Mapipytuszaiuio mno nporokory BGPv4 (cnemudukamnus [ETF RFC 1771).

4)  Omneparop AOMKEH NPEIOCTABUTh MAPUIPYTU3HPYEMYIO BHUPTYAIbHYIO
4acTHYIO ceThb 3-ro ypoBHs coryiacHo knaccudukanuu [[OCT P MCO/M3BK 7498-1-99,
P 3TOM YKa3aHHas CeTh JOJKHA 00ecreurBaTh nepeaady HHGOpMAaIIHH 110 TPOTOKOITY
IP cormacuo cneundukaunu [ETF RFC 791 u obecnieunBath NpOXOKIAECHUE MEXKITY
uHTepdeiicamu gocrtyna odopyaosanus [lorpedureneit IP-makeroB pasmepom mo 1514
OaitT BriounTenbHo (MTU) 6e3 ux gpparmeHTanuu.

5)  ECIIJI nomkHa mMO3BOJISITH CO3JaHUWE HECKOJIbKO BblAeIeHHbIX BUC,
KQKJIbIA U3 KOTOPBIX U30JIMPOBAH APYT OT JIPyra Ha JIOTUYECKOM YPOBHE.

6) ECIIJI pomkHa wuWMETh BO3MOXKHOCThb OpPraHU30BaTh, KAK MHUHUMYM,
caenyromue BUC:

— BYC nns B3auMopaeicTBUsL MeXAy 0OOpa3oBaTEIbHBIMH OpraHU3ALMSIMU
Y LEHTPAJIM30BAaHHOTO JA0CTyNa B ceTh «IHTepHET», a TaKkKe C BO3MOXKHOCTBIO JOCTyNa
k 1C.

5.2.9. TpeboBaHUS K TOIOJIOTUU CETH:

1)  ECIIJ nomknaa 061a1aTh BO3MOKHOCTBIO OPTaHU3AIIMN CIAEAYIOMUX TUIIOB
cs3eit s BUC:

— «kaxapii ¢ kaxabiM» (Full mesh) — mexny mro6oit mapoit CE maker
MPOXOJUT MO ONTUMAIBLHOMY C TOUKH 3peHust cetu Oneparopa MapuipyTy;

— «3B€3/1a» WIM «d4acTU4Has cBsi3HOCTH» (hub & spoke) — peanuzyercs
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CBSI3HOCTh TAaKUM O0pa3oM, UYTO Y3Jbl CETH, OMpEICNIEHHbIE KaK spoke MoiydaroT
MapIIpyTHYIO HHPOpMAIUIO ToJbKO OoT hub, hub momyuaet mapipyTsl oT Beex spoke.
D10 03HayaeT, 4To Tpaduk OoT spoke MOKET ObITh HANpaBlieH TOJBKO B CTOpOHY hub.
[Tocne monyuenus u o6padbotku Tpaduka hub mMoxer HampaBisATh Tpaduk Ha APYToM
spoke, TeM cambIM 3ambikas Bech Tpadux B BUC Ha cels; 3amaum MapIipyTH3auu
Tpaduka, mpoxosiiero uepes hub, 6eper Ha ce6ss AOOHEHT;

- «TPOU3BOJIbHASL CBA3HOCTH» — JPYTUe BapHUaHTHI TOMOJIOTHUA BUPTYaIbHOU
JacTHOH ceTH, HeoOXoauMble AGOHEHTY; ISl pealiu3allii JAHHOTO BapHaHTa B KaKIOM
KOHKPETHOM CiTydae pa3pabaThIBacTCsl cCXeMa OpraHu3aluy yCIyTH.

5.2.10. OOmmwme npuHIMOBL (hOPMUPOBAHUS AIPECHOTO MPOCTPAHCTBA:

1) ®dopmupoBanue ajgpecHoro npocrpanctsa B ECII]] momkHa 0CHOBBIBATHCS
Ha pekoMmeHmauusx aokyMeHta RFC 1918 «Address Allocation for Private Internets»
(pactipenenienne anapecoB B 4YacTHbIX [P-cersix), a Takke JMODKHO YYUTHIBATh
pexoMenganuu RFC 6890 «Special-Purpose IP Address Registriesy.

2) B BUC ECIIJI momkHBI MCIOIB30BAaThCS CETH Kijacca A W3 JMana3oHa,
paspenieHHoro K npuMeHeHuo B yacTHbIX [P-ceTsix 10.0.0.0/8.

3) Kpome OCHOBHOTO aJpeCHOrO MPOCTPAHCTBA, B BUJE HCKIIOUCHUS, MOTYT
MCIIOJIB30BATHCA JIOMOJHUTENBHO Auana3oHsl [P-cerel u oTnenbHbBIX aApecoB.

4) TpaHchsiuusg CETEBBIX aJpPECOB B PEXUME «OAUH K MHOTHUM»
npu B3aumojieicTBun Mexay [lorpeburtensmMu aomxkHa OTCyTCTBOBaTh. Ilepeceuenue
aJPECHBIX TPOCTPAHCTB MCKIIOYACTCS MCIOJb30BAaHUEM JICTUTUMHBIX (BBLIAHHBIX
HeHTpanu3oBaHHO OrnepaTopom) aipeCHbBIX MYJIOB.

5.2.11. TpeboBaHUd K Ka4eCTBY OOCITVKUBAHUS:

1) ECIT[] nmomxHa mpedocTaBisiTh Kak MHUHUMYM 3 Kjlacca KadyecTBa
obcnyxuBanus Tpaduka moaenu DiffServ.
2) B pamkax monenu ¢ 3 kiaccamu OOCTY>KHMBaHHS NpU Tepenade tpaduxa
mexay [lorpedurensmu ECITJ] nomkHa moaaepxuBaTh:
— Krnacc 1 — Ttpaduk npuwioxkeHuil peasbHOTO BpeMeHU (TOJ0C, BHJIEO),
KPUTUYHBIA K TIOTEPSIM TTAKETOB, 3a/IEPKKaM U KOJICOAHUSAM 3aICPIKKH;

—  Kiuacc 2 — tpaduk KoprnopaTuBHBIX HHPOPMALMOHHBIX CUCTEM, KPUTUYHBIN
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K 33JIEp’)KKaM U TIOTEPSIM;
—  Kiacc 3 — tpaduk, HekpuTHUYHBIA K 3amepkkam («HTepHET», pa3nudHbIe
CETEBBIC CITYKOBI).
3) Krnaccuduxkamnus tpaduka 10KHA OCYIIECTBISITHCS IS Kakmoro [P-makera
B otTnenbHOCTH, mepeaaBaemoro B IP/MPLS cerp Omeparopa, B COOTBETCTBUU

co 3HaueHueM ero nosist DSCP, kak yka3zaHo B clieiyroiiei Tadiuiie:

Tun tpaduka 3nauenne DSCP 3aronoka

Kiacce 1 CS4

Kiacc 2 AF21

Kiacc 3 Default (;r00ble 3HaUeHUS, OTJIMUHBIC OT KJaccoB 1 u 2)
[Ipumeuanus:

— [Ipu nepemaue nanHbix yepe3d IP/MPLS cerpr OmepaTopa 3aroioBku
[P-mmakeTOB MEHATHCS HE JOJKHBI.

- [Ipu mpeBbimiennn Tpaduxom Kiacca 1 mpomyckHOW crnocoOHOCTH,
yCTaHOBJIGHHOW Ha mopty s Kiacca 1, gomkeH TpoOU3BOAMTHCS — COpOC
[P-nakeToB ¢ kauecTBOM Kiacca 3; mpu npeBbiiienun Tpadgukom Knacca 2 nponyckHon
CIIOCOOHOCTH, YCTaHOBIIEHHOM Ha mopTy A Kiacca 2, — cOpoc IP-nakeToB ¢ kauecTBOM
Kinacca 3; npu npessimiennu tpadukom Kiacca 3 npormnyckHOM criocOOHOCTH TopTa —

copoc IP-makeToB.
5.3. Komnonenr «Ilepegaya 1anHHbIX»

5.3.1. TpeboBanus k apxutektype Komnonenta «Ilepenada nanabix».

Apxurtekrtypa Komnoneunra «Ilepenaua JTAHHBIX)» IIPUBEIICHA

Ha PrucyHoxk 2.
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Pucynok 2 Apxurextypa Komnonenta «llepenaua naHHBIX».
5.3.2. DinemeHT «IIepenaua JTAHHBIX B BUC

C 3aJJaHHBIMM TTapaMeTpaMu KauecTBa» (aajiee — Jaement I1J[ B BUC).

5.3.2.1. Hasnauenue Dnementa [1J1 8 BUC.

Onement I1J[ B BUC npeana3zHauen s nepeaadn JaHHbIx nocpeactsom ECIIJL
MPU OCYIIECTBICHUHU JOCTYIa oOpa3oBaTeabHbIX opranuzamnuii k VC.

5.3.2.2. TpeboBaHus K IPOITYCKHON CHOCOOHOCTH.

[TponyckHast cnocooHocTh KaHana or C30 po Touku npucoenunenus k ECIT/]

OMIpCACIISICTCA B COOTBETCTBUU C brmankowm 3aka3a.

5.3.2.3. TpeboBaHUA K KAUECTBY OOCIIVKUBAHWUS.

1) Dnement IIJI B BUC noimkeH mpeaocTaBisiTh Kak MUHUMYM 3 Kjacca
KadecTBa oOcyxuBanus Tpaduka moaenu DiffServ.
2) B pamkax momenu ¢ 3 kitaccamu oOCTy>KUBaHUS TpU Tiepenaye Tpaduka s
obpazoBarenbHoi opranu3anuu ECIIJ] nommkHa moaaepKuBaTh:
—  Kimacc 1 — Tpaduk npunoxeHuwii peasbHOTO BpeMEeHH (T0J0C, BHJEO),
KPUTHUYHBIA K TOTEPSIM TTAKETOB, 3aJIePKKAM U KOJICOaHUsIM 3aJI€PIKKU;
—  Kiacc 2 — tpaduk KopropaTuBHBIX HHPOPMAITMOHHBIX CUCTEM, KPUTHYHBIH

K 3aJIepKKaM U OTEPSIM;



20

—  Knacc 3 — tpaduk, HekpuTHuHBIM K 3aaepxkaM («HTepHET», pa3nudHbIe
CETEBBIE CITYKOBI).

3) Knaccuduxanus tpadurka qomKHA OCYIIECTBIATHCS U1l Kaxaoro [P-makera

B otraenbHOCTH, mepenaBaemMoro B IP/MPLS cerp Omepatopa, B COOTBETCTBUU

co 3HaueHueM ero noist DSCP, kak ykazaHo B clieyroiieit Tabiuiie:

Tun tpaduka | 3nauenne DSCP 3arosioska

Kiacc 1 CS4

Kiacce 2 AF21

Kiacc 3 Default (;1r00b1e 3HaueHUs, OTIUYHBIC OT KJ1accoB 1 u 2)
[Ipumeuanus:

— Ilpu nepemaue nmanneix uepe3 I[P/MPLS cers Omnepatopa 3arojioBku
[P-makeToB MEHATHCS HE JIOJIKHBIL;

~  Ilpm mnpeBbiennn Ttpadpuxkom Kiacca 1 npomnyckHOM cIOCOOHOCTH,
yCTaHOBJICHHOM Ha mopTy mis Kmacca 1, moimkeH Npou3BOAUTHCS cOpOC
[P-nakeroB ¢ xauectBoM Kiacca 3; mpu npesbitieHnu tpaduxkom Kiacca 2,
MPOMYCKHOM CIIOCOOHOCTH, YCTaHOBJICHHOM Ha mopTy AJist Knacca 2, — copoc
[P-nakeroB ¢ kauectBom Kiacca 3; mpu mpeBbimennn tpaduxom Kiacca 3
MPOITYCKHOM CITOCOOHOCTH nopTa — cOpoc IP-nakeTos.

5.3.2.4. TpeboBauus k kauectsy Diaemenrta [1J1 8 BUC.

1) Ilpu oxazanmm Onementa [1/I B BUC Omneparop HOMKEH OCYIIECTBISTH
Mapupytu3anuio [P-makeroB ¢ manHeiMu  OOpa3oBaTeNbHOM OpraHu3allud U
obOecrieunBath nepenavy I[P-maketoB ¢ manHpiMu OOpa3oBaTeNbHOM OpraHU3alUUd K
ceTsIM M 00BbeKkTaMm, moakIroueHHBIM K ECIT/I;

2) T'apantuu kauectBa nepeaauu [P-nakeros ¢ nanusiMu [loTpedurens mexmy

Toukamu npucoegunenust ECIIJ] 10mKHBI yAOBIETBOPATH CISAYIONUM TPEOOBAHUSIM:



21

3nauenus napamempog Kavecmea nepeoauu OAHHBIX HA NPOBOOHBIX KAHANAX
medncoy Toukamu npucoeOuHenusi, YOaieHHbIMU Opye om Opyed HA pPAcCmosHUe

no npsamou Ha kapme ne 6onee 4000 km -

Tun [IponeHT moTepsHHBIX 3alepikKa nepesain Bapuanus 3agepxku,
[P-nakeToB B 0/1HY
Tpaduka [P-nakeroB, HE OoJee He Oonee
CTOpPOHY, HE boJiee
Knacc 1 0,2% 75 mc 50 Mmc
Kiacc 2 0,2% 100 mc HE HOPMUPYETCS
Kiacc 3 5% 125 mc HE HOPMUPYETCS

3nauenuss napamempog Kavecmea nepeoayu OAHHBIX HA NPOBOOHBIX KAHALAX
medxncoy Touxamu npucoeOuHenus, YOaieHHbIMU Opye om Opyea HA pPacCmosHue
no npsamou Ha kapme 6onee 4000 km:

Tun [IpoueHT nOTEPSHHBIX 3alepikka repejiadn Bapuauus 3aaepxku,
[P-mmakeToB B ogHYy
Tpaduka | IP-maketoB, B HE Ooiiee He OoJee
CTOpPOHY, He OoJiee
Kmacc 1 0,2% 100 mc 50 mc
Kiace 2 0,2% 150 mc HE HOPMUPYETCS
Kinacc 3 5% 200 mc HE HOPMHUPYETCA

5.3.3. Onement «llepenaua nanHweiX B ceTh «HTepHET» (Manee — Jiaement 111
B «AHTEpHET»).

5.3.3.1. Tpe6oBanusa k Diaemernty [1J] B « MaTepHETY:

1) Ilepemaua nmanHbix B cethb «MHTepHeT» o0O0BEeKTa (OOpa3zoBaTEILHOM
opranmzaumu w3 ECIIJ[ nmomxHa ocymecTBisITeCs Ha pecypcax Omepartopa, ¢
HCTIOJB30BAaHUEM YacTHOM ajpecanuu oO0opyaoBaHusi 00bekTa (OOpa3zoBaTesbHOM
OpraHU3aIMU C UCTIONIb30BaHUEM (YHKITUHU ceTeBou Tpancisuu aapecoB (NAT) Ha cetn
Omneparopa;

2) Omnement IIJ[ B «MHTEpHET» NOMKEH OBITH ICHTPATU30BAH HA YPOBHE
uH(ppacTpykTypsl Oneparopa B COOTBETCTBUHU ¢ TpeOoBaHusMu T3;

3) IIpu okazanuu I1/] B «HTEepHET» OnepaTopom AOHKEH MPEIOCTABISATHCS

BBIJICJICHHBI CUMMETPUYHBIN AYIUIEKCHBIN JOCTYII K ceTh «IHTepHET» ¢ MpOmyCKHOU

CIIOCOOHOCTBI0, COOTBETCTBYIONIEH TpeboBanusaM T3. ITpu aToM 1151 00pa3oBaTeIbHBIX



22

OpraHu3alMii, MOJKIIOYEHHBIX C MCIOJb30BAHMEM HWHBIX TEXHOJOIMH, IOIYyCKAeTCs
MIPEI0CTABIEHNE ACUMMETPUYHOTO JTOCTYIIA;

4) Omneparop mua oxazanust 1] B «HTEepHET» MOMKEH 3ape3epBUPOBATH
JOCTAaTOYHOE KOJIMYECTBO BHemHUX [Pv4 anpecoB M3  3aperucTpUpOBaHHOIO
3a Omnepatopom B 6a3ze manHbix RIPE NCC mpoctpancta IPv4 anpecoB. O0bem
(kommuectBo)  IPv4  agpecoB  Omepatopa  JOMKHO  OBITh  JIOCTATOYHBIM
i B3aumojeincTBus nons3zoBatener ECIIJ] ¢ uHpOpManMoOHHBIMH CcHCTEMaMH,
pasmenieHHbIMA B ceTh «MHTepHET», B T.4. C CUCTEMAMH, HMEIOIIUMH KECTKUE

OTPaHUYECHHUS IO KOJIMYECTBY CECCUM, YCTAaHABIMBAEMBIX C OtHOrO [Pv4-anpeca.

54. KomnoneHT «3amura JaHHBIX».

5.4.1. Hasumauenne KoMmmoHeHTa «3anmra JaHHBIX)Y.

KoMrmoHeHT «3amura AaHHBIX» NpPEJHA3HAYEH JUIS  3alUThl JTAHHBIX,
0o0pabaTbhIBa€MbIX U TEPEABAEMBIX IMPU OCYIIECTBICHHH AOCTyNa 0O0pa30BaTEIbHBIX
opranmzaiuii k MC, TpeOyromuM 3amuThl nepeadu JaHHbIX U pa3meniaeMbix B [{O/]
Bnanensues UC.

JUist nocTmkeHus uenel mo 3ammTe AaHHbiX Oneparop AOHKEH BBINOJHUTH
CJIEIyIOIME 3a/1a4u:

— pa3MecTuTh O00OPYJOBaHME KPHUNTOrpaPUUECKO 3amuThl HMHMOpMaUu
ECIIJ, 8 HOH Bnagempnee MC u obOecmeunth ero mnoxakiaoueHune k ECIT]
CaMOCTOATEIIBHO U 34 CBOH CUET;

— OpraHu30BaTh KPUNTOTpaQUUECKYI0 3alllUTy MEepPelaBacMbIX JIAHHBIX
OT MoJib30BaTesel 00pa3oBaTelbHBIX opranu3aiuii 10 UC;

— OpPraHM30BaTh CBSI3HOCTh KPUNTOrpaUUYECKUX CPEACTB MEXIy CcoOoM
B 33JIaHHOM KOH(UTYpaLIUU.

5.4.2. TpeboBanug k apxurekrype KommnoHenra.

Apxutektypa KomnonenTa «3ammra 1anHbIX» onpeneisercs Onepatopom.
Jlns  oOpa3oBarenbHBIX oOpraHusanuii  KoMImoHeHT momkeH oOeclieurnBaTh
3aIUIEHHBIN JOCTYNl OT oOpaszoBarenbHON opranm3aiuu a0 MC B cooTBeTCcTBHH C

TpeboBanusimu T3.
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KoMmoneHnT «3amura gaHHBIX» A0DKeH ucnoab3oBaTh ECIIJl B kadecTBe
TpaHCIIOPTA TSI 3AIHUINAEMbIX KPUITOTPaUISCKUMH CPEACTBAMU JaHHBIX.

5.4.3. Yopasiaenue KoMmnoHeHTOM «3amnmra JaHHBIXY.

OmnepaTop MOJDKEH OCYIIECTBIISITH YIPABICHUE W3MEHEHUSMHU, KOTOPHIE MOTYT
BKJIFOYATh U3MEHEHUS CIACAYIOMUX apaMeTPOB:

— uHrepdeiica Ha oOopyaoBanuu OnepaTopa, K KOTOPOMY MOAKIIOYAETCS
000pynoBaHue 00pa3oBaTEILHON OpraHU3allNH;

—  TOMNOJIOTHS KPUNTOTpapUUYECKOMN CeTH;

—  IP-ampeca n moxaceru;

—  MPOTOKOJIBI MAPIIPYTH3AIIHH;

—  npoduIH MOPTOB JIOCTYIIA;

—  TOYKH IMPHUCOCTUHEHUS K KPUNTOTPaPUISCKOH CETH;

—  mapameTpbl KadectBa mnepenauu IP-maketoB u Ethernet kampoB s
o0pa3oBaTeNbHON OpraHU3aIuu;

—  NPUOCTAHOBJICHHUE WJIM BO30OHOBIICHNE OKA3aHUS YCIYTH;

—  MpeKpalieHue OKa3aHus yCIyTu.

5.4.4. TpeboBanug K npousBoauTeapHOCTH KommoHeHTa VYceayr «3ammra

JAHHBIX).

5.4.5. daement «Kpunrorpaduueckasi 3amura KaHAJI0B CBA3W» (nanee —
OnemeHT «Kpumnrozamuray).

54.5.1. Haznauenune Dnemenra «Kpunro3ammray.

OnemeHT «Kpunrozamuray TmpeaHa3sHaYeH g oOecreyueHusl MOJIEPKKU
mu@poBaHUsl C HCMHOJb30BAHUEM POCCUUCKUX QJITOPUTMOB IS 3alllUThl JAHHBIX,
MepeaBaeMbIX 10 KaHajdaM CBS3M, HE TpeaHa3HadeHHBbIM 1isi cetu «MHTepHeT».
Hcnonb3yembie cpeficTBa KpUNTOrpapuUecKOn 3alluThl JOJDKHBI UMETh cepTudukar
cootBercTBUs TpeOboBanusiM ®Ch Poccun x mmdpoBanbHbM (Kpuntorpaduaeckim)
cpeactBaM kiacca He Hke KC3 u @®CTOK Poccun.

5.4.5.2. TpeboBaHusa K DineMeHTY « Kpunro3amnmray:

1) Onement «Kpunrozammura» pealn3yeTcss Ha OCHOBE MPOrPAMMHO-

alrrapaTHbIX CPCACTB,



24

2) llIudpoBanme mgOWKHO OOECHEYMBATH BO3MOKHOCTHh  IMOJKITIOYCHUS
obOpazoBarensHO# opranuzanuu Kk VC, TpeOyrommM 3amuThl JaHHBIX, pa3MenaeMbIX
HO/;

3) lludpoBanne peanu3yercs Ha OCHOBE KPUITOMApIIPYTHU3aTOPOB,
COOTBETCTBYIOIUX TpeOoBaHusM T3;

4) IlludpoBanue npomkHO obOecmeuynBaTh (PYHKIMIO 3allUTHl  Tpaduka
MIpH TIepeiadue MepCOHATBHBIX TaHHBIX;

5) OO0s3arenbHO HamWM4We JIEUCTBYIOIIUX CEPTU(PHUKATOB COOTBETCTBHUS
tpeboBanusiMm PCb Poccum k cpencrtBam kpunrorpaduueckoit 3amuthl kiacca KC3
u ®CTIK Poccuu;

6) lludpoBanne nomwKHO oOecneyrBaTh (PYHKIUMIO 3alUTHl  Tpaduka
MIpH TIepeade MepCOHATBHBIX TaHHBIX.

5.4.6. CDGIICTBa KPHUIITO3aIIIUTEI I/IHd)ODMaI_[I/II/I JOJIDKHBI BBIITOJIHATD .

—  mudpoBaHUE JIAHHBIX, MEPEIaBAEMbIX M0 OTKPBITHIM KaHaJIaM CBSI3U MEX]Y
3alUIeHHBIMHU cerMeHTaMu cetu L3VPN;

—  CKpBITHE BHYTPEHHEW CTPYKTYPHI JIOKAIbHBIX BHIYUCIUTEIbHBIX CETEH;

—  mpueM u nepenauy [P-makeroB no nporokonam cemerictsa TCP/IP;

—  IEHTPaJIM30BAHHOE YIIPABIICHHUE 3aLIUTOMN CETH;

—  mpueM u nepenaya [P-nmakeroB mo npotokonam cemeiictea TCP/IP;

—  Kpunrorpaduueckoe MpeoOpa3oBaHUE TNEpPelIaBaeMbIX W MPUHUMAEMBIX
[P-makeToB 10JDKHBI cOOTBeTCTBOBaTh TpeboBaHusiM: ['OCT 34.13-2018
«MHpopmanioHHas TEXHOJIOTHS. Kpunrorpaduueckas 3aIuTa
uHpopmanuu. Pexumel padotsl 6s10unbX mudpos» u 'OCT P 34.12-2015
"UndopmanmonHas TEXHOJIOTHS. Kpunrorpaduueckas 3ammTa
uHpopmaiuu. biounsie mudpe";

—  mudpoBanue nHGOPMAITIU HA CETEBOM YPOBHE;

—  YBEJIMYEHHUE pa3Mepa IMaKeTa € y4eTOM JonoiaHuTeabHoro IP-3arosioBka
HE JIOJDKHO TIpeBbIaTh 60 OaiiT;

—  BO3MOYHOCTb MOHUTOPUHTA  COCTOSIHUS KpUIITOMAPIIPYTU3aTOpa

13 3aIMIIEHHBIX ceTeil o mpoTokoay SNMP;
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—  pexuM paboThI KpUNTOMapIIPyTU3aTOpa — KpPYTJIOCYTOUHBIN
HEOOCTyKUBaeMbIi, IO cxeme 24 yaca B CyTKH, 7 JTHEW B HEJICIIIO;

—  MOAJAEpPX UBATh  CTAaTUYECKYID W  JUHAMUYECKYI0  MapIIpyTH3AIHUIO
no npotokonry BGPv4 (cnemmduxarus IETF RFC 1771);

—  obecrneunBaTh MOJJICPKKY He MeHee 3 (TpeX) KIaccoB OOCTyKMBaHHS
tpaduka mogenu DiffServ;

—  olecreunBaTh TOJACPKKY MApPKUPOBKH BXOJIAIIETO TpaduKka Ha OCHOBE
[P-angpeca nosyyaresns;

— obecrnieunBaTh TMOJAECPKKY MAPKUPOBKM BXOIAUIEro Tpaduka HAa OCHOBE
[P-anpeca UCTOYHMKA;

—  obecrnieunBaTh MOJEPKKY MAPKUPOBKH MU(PPOBAHHOTO TpaduKa;

—  CErMEHTHUPOBAHUE U pa3rpaHUuYCHHE MH()OPMAIIMOHHBIX TOTOKOB,;

—  BO3MOXHOCTb MHTerpamuu ¢ SIEM-cucteMamu, peructpanyvii U OTIPaBKU
coObITUI  MHGOPMAIIMOHHOM  0E€30MacHOCTH,  PErIaMEHTUPOBAHHBIX
TEXHUYECKOMN
Y HOPMAaTUBHOW JTOKYMEHTAIUE;

—  BO3MOXHOCTb HWHTETpallid C CHUCTEMaMH MOHHUTOpPUHra Tpaduka

o npotokojaM Netflow, IPFIX.

5.5. KomnoHeHT «OrpaHnnyeHue 10CTyna K uHGpopManum»

5.5.1. Komnorenr «QOrpanuueHue JgocTtyna K  HHGOpMAIMWY  JIOJDKEH

00eCcIeYnBaTh 6HOKI/IDOBaHI/Ie JIocTyna K pecypcam ceTu «MIHTepHET» B COOTBETCTBHUU C

. 2 cT. 5 ®enepanbHoro 3akoHa ot 29 nexadps 2010 r. Ne 436-D3 «O 3amure getet oT
uH(pOpMaIK, IPUUUHAIONIEH BpPEea UX 3J0POBbIO U PA3BUTHION, TJ€ ONpPESICHbI BUIbI
uHopMaIuu, 3anpenieHHOW Il  PacHpOCTpaHEHHWsS Cpeau JeTed, a Takke
C HCIOJIb30BAHUEM TMOJIOKEHUM METOJUYECKUX PEKOMEHAAIUH M0 OTrPaHUYCHUIO
B 00pa30BaTEbHBIX OPTaHU3ANMAX JOCTyMa OOydYaroIMXcs K BUAaM WHGOpMAIIUH,
pacnpocTpaHseMoOn MoCpeACTBOM ceTH «VIHTepHET», NMPUUUHSAIOLIEW Bped 340POBBIO
U (WJIK) pa3BUTHIO IETEH.

B pamkax OrpanuueHuss n0ocTynma K HMH(POPMAIUUA JIOJDKHO OCYIIECTBIISTHCS
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peryisipHoe (He peke OIHOTO pa3a B JICHb) OOHOBJICHHE 0a3 JaHHBIX 3amMpenieHHBIX
HNuTepHer-pecypcos.

B pamkax Orpanuuenusi aoctyna kK WHGOpMalMH JOJDKHA OBITH peain30BaHa
(GYHKIMS aHajan3a COACPKUMOTO BEO-CTpAHUI] IJIsl OMpEleiCHHs HEeoOXOIUMOCTU
OJIOKMPOBKM 110 KOHTEHTY, BKIIIOYass BeO pPECypchl HCIOJIB3YIOIIUE CpPEeIcTBa
mudpoBanus nepenasaemoro tpapuxa SSL/TLS.

KoMmnoHeHT He JODKeH pacnpocTtpaHaTeess Ha APM  aamMuHHCTpaTHBHO-
X035IMCTBEHHOI'O U MEAaroruueckoro cocraBa 00pa3zoBaTeIbHOM OpraHu3alum.

5.5.2. TpeboBauus k apxutekrype KomMmoHneHnra:

- Orpannyenue paoctyna K HUHG(OpManuu AOHKHO OBITh 00€CreyeHo
Ha OCHOBE IPOrPAaMMHBIX U allapaTHbIX KOMIIOHEHTOB, pa3MEIIEHHBIX Ha OOBEKTax
Omneparopa.

- IlpenmycMoTpeTs BO3MOXHOCTh OTKItOueHHsS Kommnonenta Ha APM
aJIMMHHUCTPATUBHO-XO3SIICTBEHHOTO U TEJAarorMueckoro cocraBa o00pa30oBaTENIbHOM
OpraHu3aLMH.

5.5.3. Yupasnenune KoMmoHeHTOM.

OnepaTop IOJKEH OCYIIECTBISITH YIPaBICHUE W3MEHEHUSIMU, KOTOPBIE MOTYT
BKJIFOYATh U3MEHEHUS CIAEAYIOINX NapamMeTpoB K KoMnoHeHTy:

— [P angpeca u noaceru;

—  mpaBujia QUIbTPALINH;

—  KJIIOYEBBIE CJIOBA M CIIOBOCOYETAHUWS Uil OPraHM3alMd NPAaBUJI KOHTEHT

dunbTpanuu;

—  CIIMCKH PECYPCOB OFPAaHUYEHHOTO JOCTYIA;

—  IPUOCTAHOBJICHHE UJIM BO30OHOBIIEHUE OKa3aHUS YCIYTH.

5.5.4. DuemenT «KoHTeHTHast puabTpamus (1aJjiee - JJeMeHT).

5.54.1. TpeboBaHU K apXUTEKTYPE DIIEMEHTA.

ApXHUTEKTypa peUieHuH 10 KOHTeHTHOW ¢uibTpaniuu B pamkax ECIIJ

npeacTaBieHa Ha PUCYHOK 4.
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Pucynox 3 O0miast apXuTeKTypa peuieHnid 0 KOHTEHTHON (PHITbTPAIIH.

5.54.2. TpeGoBauus K DIEMEHTY.

KontenTtHas puibTpanus 10KHA NOAACPKUBATH CIEAYIONUEe (PYHKIINU:
—  KOHTpOJb BeO-Tpacduka mno nporokosam HTTP, HTTPS (B ciiydae yctaHOBKU
Ha KJIMEHTCKHE yCTpocTBa cepTudukara Oneparopa);

—  OJIOKMpOBKA 3JI0HAMEPEHHBIX HHTEPHET-PECYPCOB;

—  TOJIEPKKA YEPHBIX U OCJIBIX CIIMCKOB MHTEPHET-PECYPCOB;

— OsokupoBka BpeaoHocHoro 110 u HexenaTeabHON peKiaMbl;

— obecrieyeHUe aHTUBUPYCHOW 3alllUThl MOJIb30BaTeNel 00pa3oBaTEIbHBIX
OpraHu3alvii IPHU B3aUMOJIEUCTBUH C pecypcamu cetu «uTepHeT» (BeO aHTHUBHUPYC),
BKJTIOUAs aHAJIU3 COJIEPIKUMOT0 BeO-pECypCOB U MOTYy4YaeMbIX/TIEpE1aBAEMbIX BIIOKEHU;

— MPUHYIUTEITHFHOE BKIIFOUEHNE O0€30MacCHOTO TTOMCKA ISl TIOMCKOBBIX CUCTEM
B LIEJIAX OJIOKUPOBKH HEXKEJIATEIIbHOTO KOHTEHTA;

— KYPHAJIMPOBAHUE TMOMCKOBBIX 3alpOCOB  TOJIb30BATEIIEM HAa  CpOK
710 6 MeCSIICB;

— OJIOKUPOBKA MPUII0KEHUM MOIYJISIPHBIX COIMAJIBHBIX ceTe,
C BO3MOXKHOCTBIO OTKPBITHS J0cCTyma, 1o 3ampocy I[loTpebutens B COOTBETCTBUU

C 3amnpammrBacMbIMHA JEUCTBUSIMU JUUIA CTPAHUL] KaXIOM OTIEJIBHO B3SITOW COLMAIBLHOU
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CeTH, NPU YCIOBUH MOAJIEPKKH COLMAIBHON CEThIO PAa3sTPAHUYECHUS IEUCTBUU BHYTPH
CEpBUCA;

— OTrpaHMUYEHUE 110 00bEMY HCIOIb30BaHUs BEO-TpauKa;

- LEHTPAIU30BAaHHOE PACIPOCTPAHEHHUE MOJUTUK OE30MACHOCTH HA BCE Y3JIbI
K®d;

— BEJICHUE JI0ChE C BO3MOXKHOCTBIO TPUBS3KM TpapuKa IO MOCEIAEMbIM
o0pa30BaTeNbHBIMH OpPTaHHU3AIMSIMHU pPECypcam/KaTeropusiM pecypcoB, U 00beMy
UCIOJIb30BaHHOTO UHTEPHET-TpaduKa 3a Iepruo 10 6 MecsIIEeB;

— n00aBJIEHUE PECYPCOB B CIMCOK ISl KOHTEHTHON (DPUIBTpAIU 0 3alpocy
AOoHeHTa;

— n00aBJI€HUE CEPBUCOB B 00XO0J KOHTEHTHOH (QWIbTpalMM IO 3alpocy
AOoHeHTa.

KonTenTHast punpTpanus qomKkHa 00ecreynBaTh:

— ruokyto ¢punsTpanuo HTTP tpaduka;

— ¢unbTpaumio HTTPS tpaduka ¢ TOYHOCTBIO 10 MMEHM 3alpaliiBaeMOro
pecypca Ha ocHOBaHUU 3HaueHus1 SNI;

— ruokyro ¢unstpammo HTTPS Tpaduka cpeacTtBamMu aHaim3a KOHTEHTA,
pa3MEUIeHHOT0 Ha Be0 pecypce Ha MpeAMET 3alpelleHHbIX MaTepualioB
U (WJI1) KITFOYEBBIX (pas;

— ruokyto punprpanuto HTTPS tpaduka, B ciiydyae ycTaHOBKH Ha KIIMEHTCKUE
ycTpoiicTBa ceptudukara OnepaTopa;

— ruokyo guibrpaunio HTTPS tpaduka Ha MOOMIBHBIX YCTpONCTBAX,
B CJy4yae YCTAaHOBKHM Ha MOOWJIbHBIE YCTPOICTBA, B CIy4Yae YCTAHOBKU HA KIMEHTCKUE
ycTpoiicTBa ceptudukara Oneparopa.

5.54.3. TpeboBaHU K IPUMEHSIEMBIM TEXHUUYECKUM DEICHUSIM:

— K® nomkna OBITH peanu3oBaHa C HCIOJIB30BAaHUEM IPOTPAMMHO-
anmnapaTHbIX KOMILJICKCOB.

5.5.4.4. TpeboBaHUA K aBTOMATHU3AIINH.
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CpenctBa KOHTpOJs AocTyna B ceTh «MHTepHeT» u QuubTpanuu Tpaduka cetu
HuTepHeT AOKHBI 00€CTIeYuBaTh BHIMOTHEHUE CIETYIOMNX (PYHKITHIMA:

— oOecrieueHne W KOHTPOJIb JIOCTyMa MoJib3oBarenied B ceTh «MHTepHeT»
c (unpTpanuen Bxopasmero u ucxoxsmero MHTepHeT-Tpaduka TO MPOTOKOIAM
HTTP/HTTPS B ciy4yae ycTaHOBKM Ha KIHEHTCKHE YCTpoicTBa cepTudukara
Omneparopa;

— yIpaBJIeHUE AOCTYNIOM K caiiTaM ceTh «VIHTepHET» Ha OCHOBE «YEPHBIX»
U «OeNbIX» CIMCKOB, COCTaBJIEHHBIX C MCIOJIb30BAHUEM KaTeropu3alii CauToB.
@OYHKIMOHAI HACTPOMKM (PUIbTpAlMU BXOIAILIETO M HMCXOASAIIEro Tpaduka JOJDKEH
MO3BOJISITh YKA3bIBATh B KAUECTBE (PHIIbTPA MacKy WK PEryJsipHOE BbIpakeHne. CucKu
KATerOpUi CalTOB AOJIKHBI MPENOCTABIATHCS IMPOU3BOJIUTENIEM CPEACTB KOHTPOJIIA
nocryna B cetb «MHTepHeT». [N agMUHUCTPATOpPOB MPOTPAMMHOIO OOECIEeYeHUs
JI0JDKHA OBITh peain3oBaHa (PYHKIMSI BHECEHUS] KOPPEKTUPOBOK B JIAHHBIE CIUCKH, a
TaK)Ke CO3JaHUs COOCTBEHHBIX Kareropuil. CHUCKH JOJIKHBI (HOPMHUPOBATHCS IMyTEM
BHECEHMSI HE TOJIbKO OJJMHOYHBIX CAUTOB, HO M MX CIHCKOB (B (popMare TEKCTOBBIX
(baiIoB ¢ pa3eTuTeNsIMu);

— OTKJIIOYEHHE (DyHKIMOHAIa KOHTpoJs jJoctyna B ceTbh «MHTepHEeT»
u ¢duneTpanuu Tpaduka cetun «MHTEpHET» I KOHKpeTHhIX [P-ampecoB u ¢
UCIIOJIb30BAaHUEM ayTeHTU(UKAINH MOJIb30BaTenelt mocpenctsom ECHUA;

— YIPaBJICHUE JIOCTYIOM IOJIb30BATENEH K Pa3auyHbIM TUIIaM UHQOpMaluu
B cetu «VHTEpHET» (BUACO, ayIUO0, H300paAXKEHUS U T.].);

— YIOpaBJICHUE TOCTYNOM IOJIb30BATENE K BO3MOXXHOCTU IEPEAAud B CETh
«MHTepHeT» nHMOPMALIMK Pa3IUYHBIX TUIIOB (BUAEO, ayIH0, N300paKEeHUS U T.1.);

— yBeJAOMJICHE B OKHE Opay3epa monb3oBaTens cetn «MHTepHeT»
0 OJIOKHpOBaHUM JOCTyNa K 3alpalldBaeMOMy IOJIb30BATEIEM PECYpCy CETH
«HTepHET» B Cilydae HapylieHus TpeOoBaHUN HHGOPMAIMOHHON O€30MacHOCTH, a
TaK)Ke Ha OCHOBAaHWUU HAJIMYHUS MTOTEHITUAIBHO OMMACHOTO KoJa (¢ hyHKIMEH TpaBKH KOa
U TEKCTa yBEIOMIICHUS );

— yIpaBJIEHHE IOCTYIIOM K CPEJICTBaM KOHTPOJISl JOCTYIA B ceTh «HTepHET»

u ¢punbpTpanmu Tpaduka cety «MTHTepHET» ¢ UCTIOIB30BAHUEM POJIEBOM MOJIEINH;
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— IIPOTOKOJIMPOBAHUE AEHUCTBUM AIMUHUCTPATOPOB CUCTEMBI;

- oOecrieueHue OTKa30yCTOWYUBOCTH MIPOrpaMMHO-aNNapaTHBIX
KOMITOHEHTOB CHCTEMBI.

B Jluunom kabunere OmepaTopoM 00ECIIEUYUBACTCS BBINOJHEHUE CIETYIOIINUX
byHKIU:

— BO3MOXKHOCTb J10CTyla K JInuHOMy KaOMHETy HyTeM ayTeHTU(UKALUH C
ucnonb3zoBaHueM ECHA paboTHUKOB 00pa30BaTeIbHON OpraHU3AlMY, a TAK)KE OPTaHOB
roCy/1apCTBEHHOMN BJIACTH, OCYIIECTBIAIOIUX (QYHKINHU B cpepe oO1iero oopasoBaHus u
cpeaHero npodecCUOHAIBHOTO 00pa30BaHus;

— BO3MO’KHOCTbH I0Ja4d 3aBOK Ha BKJIOUEHUE (OJIOKUPOBKY) PECYPCOB CETH
«uTepuer» B benblii cincok, BpeMeHHbI Oenblit crincok, YepHBI CIUCOK;

— BO3MOKHOCTb OTCJI€KMBAHUS CTaTyCOB BBIMOJIHEHUS MOIAHHBIX 3a5BOK;

— BO3MOXHOCTb OLIEHKM Ka4€CTBA UCITOJIHEHHSI IOJJaHHBIX 3a5BOK;

— BO3MOKHOCTb (POPMUPOBAHUS OTYETHOCTH JJIs1 KOHTPOJIS IEPEYHS PECYPCOB
cetu «VHTepHET», BKIIIOUEHHBIX B benblii circok, BpemenHslii Oenblid criucok, YepHbIil
CIIUCOK;

— BO3MOKHOCTh OBICTPOM MPOBEPKHU TeKyIIero craryca noctynHoctu B ECIT/]
pecypca cetu « UHTEpHETY.

5.6. KommnoHeHT «MOHUTOPHMHI U o0ecriedeHne 0€30IaCHOCTH CBA3N.

5.6.1. DneMeHT « MOHUTOPHHT ITApaMETPOB Ka4E€CTBA MPEIOCTABIIIEMBIX YCIIYTY.

5.6.1.1. TpebGoBanus Kk GyHKIIMOHATY CPEICTB MOHUTOPHHTA U OTYETHOCTH.

CpeacTtBa MOHUTOpUHTa (YHKIMOHUPOBAHUS MU (POPMUPOBAHUS OTHYETHOCTHU
JOJIKHBI 00€CIIeYrBaTh BOZMOXXHOCTD BBIMOJHEHUS CHEAYIOMUX (QYHKIIHM:

1) OOBEKTUBHBIN KOHTPOIH pAOOTOCITIOCOOHOCTH CPEACTB CBSI3U U COOTIOICHHE
TpeOyeMOoro KadecTBa W JOCTYMHOCTH YCIYT CBSI3HM, IIEJOCTHOCTH U YCTOWYMBOCTHU
(YHKIIMOHUPOBAaHUS CeTeH mepefaud JaHHBIX, a Takke Oe30MacHOCTU CBS3H IpHU
MOJKJIIOUEHUU M TMPENOCTABICHUU JAOCTyNa JJii 00pa30BaTENbHBIX OpraHU3alUil K
rocyJapCTBEHHbIM, MYHHUIIMIIAJIIbHBIM, WHBIM HH(POPMALHUOHHBIM CHUCTEMaM M CETH
«HTEpHET» C BO3MOXKHOCTBIO (hopMmupoBaHMs VHIMIEHTOB B aBTOMAaTU3MPOBAHHOM

PEKNME TOCPCACTBOM HCIIOJB30BaAHUA IIPOrpaMMHO-AIIIapaTHOIO KOMILJICKCA,



31

2) [IlpoTokonupoBaHue JEUCTBUN MOJb30BaTENEd H AJMUHHUCTPATOPOB
CUCTEMBI;
3) ®opmMupoBaHKE OTYETHOCTH C MPEJOCTABICHHEM (HYHKIIMOHATBHOCTH
- oTOOpakeHne MHGOPMAIIMK O COCTOSIHUU OOBEKTOB B PEKUME PEAIbHOTO BPEMEHH
B I[BETO-TPaQUUECKOM U TaAOIMYHOM BHJIE;

- 3ajaHusl QUIBTPOB MO BCeM (JTIOOBIM) TOJSM, MOAAEPKUBAEMBIM CpEICTBAMU
MOHUTOPUHTA (PYHKIIMOHUPOBAHUS U POPMUPOBAHUS OTUETHOCTH;

- 3amanusi popMara OTUETOB;

- BO3MOKHOCTh BBITpYy3kH oT4eToB B (opmate EXCEL c ykazaHnuem gaThl
(opMUpPOBaHUS OTUETOB;

1) Coop, popmupoBaHue 1 0TOOpa’)KEHHE JAHHBIX O CTaTyCe OKa3aHUs Y CIIyT
CBA3H, B TOM YHCJI€ HEAOCTYIHOCTH Y CIYT CBS3M IO MPUYMHAM, HAXOJIAUIUMCS B 30HE
oTBeTCTBEHHOCTH [loTpedurens (31eKTponUTaHHEe B MOMEHT BOBHUKHOBEHHUS COOBITHS,
¢ynxuusa Dying gasp), a Takke 10 IpUYMHAM B 30He 0TBeTcTBeHHOCTH Oneparopa (I111P,
npoOieMbl C KaHAJbHOM, CETeBOM YacThi0 Kak Ha OOBEKTE, TaK U Ha MarucCTpaibHON
YacTH) C TJIyOMHOM XpaHEHUs JaHHBIX 12 MecsIeB;

2) Coop, hbopmHpoBaHrEe U OTOOpAKEHUE JAHHBIX N0 yTUIIM3aluU TpaduKa Ha
IOCTOSIHHOM OCHOBE C MHTEPBAJIOM CHATHUS JAHHBIX HE pexe OJHOro pas3a B 10 MHUHYT.
JlaHHBIE CHUMAIOTCS TIO BXOJAIIEMY U ucxofsuieMy Tpaduky (B MOUT/C), a Takxke 1o
00BbeMy BXOSIIETO/UCXOISAIEr0 MOTpedieHus JaHHBIX (B MOaiT) o KakqoMy 0OBEKTY
(mpoTokos snmp) ¢ TAyOMHOW XpaHEHUs JaHHBIX 12 MecsSIeB C BO3MOXXHOCTHIO
BBITPY3KH JIaHHBIX 32 MPOU3BOJILHO BEIOPAHHBIN MEPUO;

3) Ilomnepkka ¢yHKIHMOHANA II0 TMPUCBOCHHUIO OOBEKTY TPH3HAKA,
0003HaYar0IIEero HEOOXOAMMOCTh YBETUUEHUS IPOITYCKHON CIOCOOHOCTH KaHaJla CBSI3U;

7) C6op, dbopmupoBaHrue U OTOOpaKE€HUE JTAHHBIX MO 00BEMY MOTPEOSICHUS
Tpaduka, B TOM 4YHCIIC CyMMapHbIi 00beM moTpebsieHus Tpaduka 3a Mecsdl u
COCTaBJICHHE peUTHHTa NoTpedsieHns Tpaduka 3a MecHll;

8) BO3MOXHOCTH TPUCBOCHUS OOBEKTYy TMPHU3HAKA  «CTOM-(AKTOP»,
HAXOJSIIErocss B 30HE OTBETCTBEHHOCTH AOOHEHTa (PEeMOHT U Apyrue paboThl Ha

HpO)IOH)KI/ITeHBHBIﬁ NnepuoJ CBA3aHHBIC C OTKIIOYCHHUEM YCIYIM, HO HC IIPUBOJAINIHUC K
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UCKITIOYEHHIO OO0BEeKTa M3 3asBKU K JloroBopy) ¢ riiyOMHON XpaHEHUs HaHHBIX 12
MECHILIEB;

TexHuueckue MIPOTrpaMMHO-aNMNapaTHbIE CpEACTBa, UCIIOJIb3yEMBbIEC
npu okazaHnu KoMnoHeHTa, JOKHBI COOTBETCTBOBATH TPEOOBAHMSIM I'OCY1apCTBEHHON
METPOJIOTUYECKOW HM3MEPUTEIIbHOW CHCTEMBbl HAI[MOHAJIBHOTO YpPOBHS, 3a CYET
BBITIOJIHEHUS CIEAYIOMMNX TPEOOBAHMIA:

® ICIOJIb30BAaHMS CPEACTB HM3MEPEHHs, BHECEHHBIX B DenepanbHblil
WHGOPMALMOHHBIA  (QOHJ MO OOECHEYEeHUI0 EIUHCTBA M3MEPEHUH, a TakKKe
CBOEBPEMEHHO MpPOUIENIINX IOBEPKY B COOTBETCTBUU C TpPeOOBaHMSIMH CTaTbu 13
®enepanbHoro 3akoHa oT 26 utoHst 2008 r. Ne 102-®3 «O6 obecrnieueHUN €AUHCTBA
U3MEPECHUN»;

® COOTBETCTBUSA BCEX IIPOrPaMMHO-ANMIAPATHBIX CpelcTBa
TpeOOBAHMSIM K U3MEPEHHSIM, OTHOCSIIUMCS K c(pepe rocy1apCTBEHHOIO PETYJIMPOBAHUS
o0OecrieueHrs €IMHCTBA U3MEPEHUN U BBIIOJHAEMBIM IPU OOECIEUEHUU LEIOCTHOCTU
U YCTOWYMBOCTU (YHKIMOHHPOBAHMS CETH CBSI3U OOIIETO IOJB30BaHUS, a MMEHHO,
B COOTBETCTBUM C TmoctaHoBieHHeM I[lIpaBurensctBa Poccuiickont ®enepannu
ot 16 HOs0ps 2020 1. No 1847 «OO6 yTBepKICHUH TEPEUHSI U3MEPEHUN, OTHOCSIIIUXCS
K cpepe rocyJapCTBEHHOTO PETyJIMPOBaHUs 00€CTIEUeHUS €IMHCTBA U3MEPEHUI;

e ceptuduKalus 000pYIOBaHUA B COOTBETCTBUU C MOCTAHOBJIEHUEM
[IpaButensctBa Poccuiickoit @enepanuu ot 04 despans 2022 1. No 113
«O0  yTBEpKIEHHWM TEpEeYHs CPEACTB  CBSI3M, MOJJIEKAIUX  00sS3aTeNbHON
cepTUudUKALIII.

5.6.1.2. TpeboBanug k apxurekrype Kommnonenra.

ApXuTeKTypa  JOKHA  CTPOMTbCS ~ HAa  MPUHIMIAX  MOJYJIBHOCTH
¥ MacIITabupyeMOCTH, Ha TPOTPAMMHBIX U alllapaTHBIX KOMITIOHEHTAaX.

TexHuyeckue penieHus, IpuMeHseMbIe B paMKax oka3aHus KoMnoHeHTa, TOJKHBI
NPEICTaBIATh COOOM MEPAPXUUECKYI0 CHCTEMY C BO3MOXXHOCTHIO FOPU30HTAIBLHOTO U

BCPTHUKAJIBHOI'O MaCHITa6I/Ip0BaHI/I}I.
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Pucynox 4 O6mas apxutekrypa Komnonenra «MOHUTOpUHT U o0OecriedeHrne 0€30acHOCTH
CBS3U».

[{eHTpanbHBIM Y3JI0M TEXHUYECKUX PEIICHU, MPUMEHIEMbIX B paMKaX OKa3aHUsI
KomrioHeHTa, IOMKEH SABISATHCA OTKA30yCTOWYMBBIM KJIAcTE€p CEPBEPOB. YPOBHEM
arperaiuu JOJDKHBI SIBJISIThCA 30HJBl YPOBHSI arperanuu, pa3MellaeMble B 30HE
oTBeTCTBEHHOCTH OrnepaTropa, OOBEKTaMH KOHTPOJIS JODKHBI SIBISTHCS OOBEKTHI
00pa3oBaTeNbHbIX OpraHU3aldid B COOTBETCTBUM C 3asgBKaMH YCIYyTH CBS3U C
UCIIOJIb30BAaHUEM  30HJIOB, pa3MENIaeMbIX Ha  YKa3aHHbIX  00pa30oBaTEIbHBIX
OpraHM3aIusIX.

TexHudyeckue pelieHus, MpUMEHseMble s Oka3zaHus KoMIoHEeHTa, JOJKHBI
UCIIOJIb30BaTh TOJBKO MPOrPAMMHO-AIIAPATHBIE 30HJbI M7l TOJYYEHHUS] HMCXOIHBIX
JAHHBIX O PabOTOCIOCOOHOCTH CPEACTB CBSI3U M COOJIIOJICHUIO TPpeOyeMOoro KayecTBa
IIPEIOCTaBIEHUST YCIyT CBsi3U. MCMOIb30BaHNe UHBIX CIIOCOOOB MOMYUYEHUS MCXOIHBIX
JAHHBIX O Pa0OTOCIOCOOHOCTH CPEACTB CBS3U U COOJIIOJECHUIO TPpeOyeMOro KadyecTBa
MPEIOCTABIICHUS YCIYT CBSI3U HE TPEyCMaTPUBACTCS.

5.6.1.3. VYopasiaeane KoMmnoHeHTOM.

Omneparop JIOJDKEH OCYIICCTBIATH YIPaBICHHE HU3MEHCHHUSMH, KOTOPBIE MOTYT
BKJIFOYATh U3MEHEHUS CIICTYIOIINX TapaMeTPOB OKa3aHWsI MOHUTOPHHTA U 00CCIICUCHUS
0€30IMaCHOCTH CBSI3H:

—  IMepHoJ orpoca 000pyI0BaHUS;

—  paclHCcaHWe MOHHUTOPHHIA;

—  KOJIMYECTBO OLIEHHBAEMbIX MTapaMETPOB KauecTBa yCIyTH;

—  TapaMmeTphbl ISl OLIEHKU KauyecTBa YCIIYT;



34

—  00beM mapaMeTpoB OIICHKU KayeCTBa,

— [P agpeca u noncerw;

—  mpoduiIu TOPTOB JIOCTYTIA,

—  TMPOIMyCKHAas  CIHOCOOHOCTh  mepenayn  TpaduKa  pa3HbIX  TUIIOB
10 TIPEIOCTABIIIEMBIM KaHAJIaM CBSI3H JIJIsl 00pa30BaTeIbHBIX OPraHU3allni;

—  TPUOCTAHOBJICHWE WU  BO30OHOBIECHHE  OKAa3aHWsS  MOHHUTOPUHTA
1 oOecredycHus 0€30IMaCHOCTH CBSI3H;

—  TpeKpalieHue MOHUTOPUHTA U 00ecrieueHNs 0€30TTaCHOCTH CBSI3U/

5.6.1.6. TpeboBaHUI K HATUYUIO OTYETOB.

KOMITIOHEHT [OIKeH oOecnedyrBaTh MO KaXJIOMy OOBEKTY 0O0pa3oBaTEIbHOM
opranuzainuu (HOpPMHPOBAHHUE B ABJICKTPOHHOM BHUJE IO 3alpoCy YIMOJTHOMOYEHHOTO
npeactaBuTessi AOoHeHTa W (WIM) B aBTOMATHYECKOM PEXHUME MPeaonpeaeIeHHOM
(pernamMeHTUPOBAHHOM) CTATUCTUYECKOW M AHAIUTHYECKOM OTUYETHOCTH O KadecTBE
YCIIYT CBSI3U:

—  (QopMupoBaHUE TEPUOJUYECKUX CTATUCTHUUYECKMX U aAHAIUTHYECKUX
OTYETOB O KAYECTBE YCIYT CBSI3HM, B TOM YHUCJIE O MEPUOJIAX HEJOCTYIHOCTH YCIYT CBSI3H
Mo JIOOBIM MPUYMHAM 32 TPOU3BOJIBHBIA TEPHOJI BPEMEHH, MO TPEAOINpeaesIeHHbIM
dbopMaM M HUX aBTOMATU3UPOBAHHYIO PACCHUIKY CpPEICTBAMHU DJICKTPOHHOM MOYTHI
YIOJHOMOYEHHBIM NPE/ICTaBUTENIM AOOHEHTA;

—  (QopMupoBaHuEe B 3JIEKTPOHHOM BHUJE ONEPATUBHBIX OTYETOB O KAueCTBE
KOHKPETHON YCIYIM CBSA3U IS KOHKPETHOTO OOBEKTa, B TOM YHCJIE O IMepuoaax
HEJOCTYITHOCTH YCJIYT CBSI3U 110 JIFOOBIM IPUYKMHAM 32 MPOU3BOJIBHBIN MTEPHO]T BPEMEHH,
IIPU CaMOCTOATENBLHOM oOpaiieHn AdGoHeHTa k KoMnoHeHTy;

5.6.2. dnement «3ammTa ot DDoS-aTak» (nanee — JJIeMeHT).

5.6.2.1. Haznauenne DnemeHra.

DJIeMEHT MpeHa3HAYEH JIJ1s 00ECTICUCHUS 3alUThI OT paclpeeICHHbIX aTaK TUTIa
«OoTKa3 B obciyxuBanum». B cocraBe DnemenTta «3ammuta ot DDoS-arak» Omnepatop
JIOJKEH OKa3bIBATh TEJIEMAaTUUYECKUE YCIYTH CBA3U.

5.6.2.2. TpeboBaHUA K DIEMEHTY:

1) »oJeMEHT HODKEH TPEeNOoCTaBIsAThCA Juisi Bcex myonmuuHbix [P-cereii
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00pa3oBaTeNbHbBIX OpraHu3aluii;

2)  JOMKEH MPOBOAMTHCA aHAIN3 Tpaduka CIeAyIOUMX BUIOB:

— CTaTUYECKUH — HA OCHOBAaHUU CpaBHEHUU (PAKTUYECKUX [apaMeTPOB
WNuTtepuer-Tpaduka c COOTBETCTBYIOIINUMU 3HAYCHUSIMU WHIMBUAYAIILHO
YCTAHOBJICHHBIX TPAHUYHBIX 3HAYCHU;

— JUHAMUYECKUNA — BBIABJICHHE OTKJIOHEHHM peanbHOro o0beMa BCEro
Nurepuer-Tpaduka monp3zoBareneii (PPS u BPS) ot cratuctnyecku 0ObIYHBIX 3HAYCHUT;

3)  IoKeH MmpoBoAUTHCS aHanu3 WHTepHeT-Tpaduka ¢ y4eToM CIeayIOIIMX
npu3HakoB MHTepHET-Tpaduka:

—  nuanasoH IP-anpecoB otnpaBurens/monydarens Matepuer-tpaduka;

— nuana3oH aapecoB noptoB TCP/UDP otnpasutens/monydarens UuTepHeT-
Tpauka;

— HaMMEHOBaHUA U napameTpsl nporokosos [P, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (nanpumep, 3nauenus: TCP-duaros ans nporokosna TCP/IP);

4)  noKEeH MpoBOAUTHCA aHanu3 HMHTepHeT-Tpaduka MO  CIEAYIOIMNM
napaMeTpam:

—  xapakrtepuctuku MHtepHeT-Tpaduka (pacnpeaeneHue mo mpoToKoam);

—  KoimdecTBO nakeToB MHTepHeT-Tpaduka B cexynay (PPS);

—  xoxmdecTBo OaiT MHTepHeT-Tpaduka B cekynay (BPS).

5) B rteuenune 30 MuHyT mnocie OOHapyXeHUS aHOMAIUKA HEO0OXOIUMO
HanpaBisaTh MaTepner-tpaduk IloTpebutens Ha mporpaMMHO-anmapaTHBI KOMIUIEKC
Oneparopa, BBINOJTHSAIONIMN € TIOMOIIBIO BEPOSTHOCTHBIX METOAOB  OYHUCTKY
nocrynatomiero Ha Hero MHTepHeT-Tpaduka B 1ensx (UIbTPAllMA HEXKEIATEeIbHOIO
Nurtepuer-Tpaduxa.

5.6.2.3. Oneparop HOHKEH oOecrieunBath 3ammty or  DoS/DDoS-artax

Ha obopynosanuu Oneparopa.

1) 3ammra ot DoS/DDoS-arak  cpenctBamu  Omeparopa  JTOJDKHA
o0ecIeuynBaThCsl OT CICAYIONINX THIIOB aTaK:
— aTaky Ha TepenojiHeHne kananoB cBs3u (Volumetric Attacks);

— aTaku Ha ceTeByro HHPpacTpykTypy (State Exhaustion Attacks);
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— aTaku ypoBHs npuioxxenuii (Application Attacks).

2) Ounprpanus Tpaduka ODKHA  OCYIIECTBIATHCA IO  CIACAYIOIIAM
KpUTEPUSM:

— 10 reorpauueckomMy MpHU3HaKY;

— M0 «4epHBIM» U «OenpiM» criuckam [P-anpecos;

—  TIPOTOKOJIaM;

—  Toprtam;

— C TIOMOIIBIO PETYJSPHBIX BBIPAKEHUN OCHOBHBIX  XapaKTEPUCTHUK
MIPOTOKOJIOB;

— C TIOMOIIBIO PETryJAPHBIX BBIPAKCHUN PA3IUYHBIX XapaKTEPUCTHK
IIPUITOKEHUM;

— ¢ npuMmeHenueM challenge/response KOHTpMEp, M1l YIOCTOBEPEHHUS XOCTOB
UCTOYHUKA;

—  C OTCIIC)KMBAaHUEM COCJIMHEHUI HA HAJMYUE MEJIJICHHBIX aTakK.

3) O6opynoBanue OnepaTopa, ooecneunBaroniee 3amurty oT DoS/DDoS-artak,
JOJKHO UMETh TEXHUYECKYIO BO3MOXKHOCTB:

— MOJABIIATh aTaKU 10 YPOBHS NPUIIOKEHUS ceEMUypoBHEBOW moxaenn OSI
eMKOCTBIO He MeHee 150 I'out/cek;

— NOAABJISATh aTaKu 10 TPAHCIOPTHOTO YPOBHSA ceMUYpoBHEBOM mozenn OSI
no 2 Tour/c;

— B aBTOMAaTUYECKOM PEXKUME 3arpy’kKaTh U MPUMEHSTH «OETbIe» U «UCPHBIE
ciucku [P-aapecoB cetu «MuTepHer» s Touek mnoakirodeHus Ilotpedutens, B
KOTOPBIX OKa3bIBaeTcs yciyra o 3amute o DoS/DDoS-araxk.

4) Pemenue 3amutbl oT DoS/DDoS-atak m10pKHO TOAIepKUBATh BKIIIOUCHUE
peXKrMa OYUCTKH TpaduKa NepPeUUCICHHBIMU HUXKE CIIOCOOaMU:

— B aBTOMATHYECKOM PEXKUME MPHU TOJYyUYCHUU CBEIEHUN OT 00OpYIOBAHHS
miomaaku [Totpedurens, rae okaspiBaeTcs Y ciyra CBsI3u;

— B aBTOMATHYECKOM PEKUME MPU 00HApYKeHUH 00opyaoBanueM OnepaTopa
anomaymu B Tpaduxe [lorpedurens;

— BpyuHyto, nyteM oOpameHus Ilorpedurenem B Ciyk0Oy TeXHUYECKOH
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MOJIIEPIKKH;
— BpyuHyto OrmeparopoM Ipu OOHapyxkeHun obOopynoBaHueM Ormeparopa
anomainuu B Tpaduke [Torpedurersi.
5.6.3. DnemenT «MexceTeBOe IKPAHUPOBaHMe» (J1ajiee — DIIEMEHT).

5.6.3.1. Hasnauenue DneMeHTA.

DneMeHT npeaHa3HadeH s oOecnedeHHus HH(GOPMaLMOHHOM Oe3011acHOCTH
npu goctyne B ceTh «MHTepHeT», a Takxke mpu obmene Tpaduxom Mmexay ECII
nu  noakmoyaeMbiMu Kk ECIIJI Kanamamu L2, a8 npegoTBpallieHUs
HECAHKIMOHUPOBAHHOTO J0CTYyIAa K BHyTpeHHUM cermeHTaM ECII/] u monsITOK B3j10Ma.

5.6.3.2. TpeboBanusg Kk DIEeMEHTY:

1) DnemeHT J0JDKEeH 00ecIeurnBaTh:
— pasrpaHndyeHre WH(OPMAIMOHHBIX IMOTOKOB, CETEBOTO B3aMMOJICHCTBUS
MEX]ly CETMEHTaMH;
—  OJIOKMPOBKY 3aIlpeIlleHHbIX TUIIOB B3aUMOJICICTBHIL;
— KYPHUIMPOBAHME WJIM TIOJACYET YHUCJIA TIOMBITOK  OCYIIECTBICHHS
3aIpEILCHHBIX B3aUMOJICUCTBUM;
—  OJOKMpPOBKY 0OpallleHUi K U3BECTHBIM CEPBEPAM 3JI0YMBIIIJICHHUKOB;
—  TOMJEPX KY (PYHKIMM BBISBICHHUS BPEJOHOCHOIO Tpaduka Ha OCHOBAHUHU
CUTHATYD;
—  BO3MOXXHOCTh CO3/JaHUs OTKa30yCTOMUMBOTO KJjlacTepa (TUIIOB active-passive
WIH active-active);
2) MexcereBble JKpaHbI JOJKHBI o0ecreunBarhb 3aIIUTY
OT HECaHKI[MOHMPOBAHHOTO JocTyna u3 ceTu «VHTepHeT» WM BHEIIHEH CEeTH
no otHomeHuto K ECII/I, a Takxke KOHTPOJIb M PETyJUPOBKY JOCTYIA MOJIb30BATEIEH
BHYTpEHHEH ceTh K pecypcam cetn «lVHTepHET» W BBIIEJICHHBIM CETMEHTaM
unppactpykrypsl [loTpebutens. MexceTeBoit 3KpaH TOKEH 00ecrieunBaTh KOHTPOIIb
BCEro MPOXOAAIIEro Tpapuka U ObITh YCTOWYMBBIM K BO3/ICHCTBUIO BHEIIHUX aTaK;
3) Ilpu BeIOOpe MCD ompeaeneHHOTO Kiacca 3aluThl JJjis oOecredeHust
O0e3omacHOCTM B MH(GOPMAIMOHHBIX  CHUCTEMax  COOTBETCTBYIOILIErOo  Kjacca

3aMUIIICHHOCTHU HCO6XOJII/IMO PYKOBOACTBOBATbLCA HOPMATUBHBIMU IIPABOBLIMH aKTaMU
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®CTOK Poccun;

4) Bpibop  cepTUQHUIMPOBAHHBIX  Ha  COOTBETCTBUE  TpPeOOBaHUAM
no Oe3omacHoctd wuHpopMammu MCD, [N0MKEH MNPOU3BOAUTHCS C  YUYETOM
COBMECTUMOCTH C MH()OPMALMOHHBIMU TEXHOJIOTUAMH U TEXHUYECKUMHU CPEACTBAMH,
GbyHKIMNA 6€30MaCHOCTH 3THX CPEICTB M OCOOCHHOCTEN UX pealln3alliy, a TakKe Kiacca
3aluIIeHHOCTH nHopManronHou cuctembl u ECII/;

5) s obecrieuenust HeOOXOIMMOTO YPOBHS HHPOPMAITMOHHOMN 0€301acCHOCTH
HEOOXOIUMO TPUMEHSTh B KAa4yeCTBE KIIIOYEBOM HACTPOMKH MEXKCETEBOTO HJKpaHa
MIPUHLNN «3arpeneHo Bcey». OTkpbeiBaTbest HA MCD HOJDKHBI TOJIBKO T€ YCIYTH, XOCTHI,
CETU U MPOTOKOJIbI, KOTOpPbIE HYXHBbI 1Jis1 oOecrieueHus padotel cucteM IloTpedurens.
Bce neucnonb3dyemble ajapeca, CeTH, MPOTOKOJbI M yciayrn Ha MCD n0KHBI OBITh
3anpelIeHbl;

6) MCD gpomxeH couepkaThb CpeIcTBa, OOECMEYMBAIOIINE KOHTPOJIb
3a IEJIOCTHOCTBIO CBOEH MPOrpaMMHOM U MH(DOPMAITMOHHOM YyacTu. MexceTeBol sKpaH
JOJDKEH TMpeAyCMaTpuBaTh HPOLEAYPY BOCCTAHOBJIEHUS MOciae COOEB MU OTKAa30B
00opy1oBaHus, KOTOpas 10JKHA 00ecreunBaTh BOCCTAHOBIIEHUE CBOMCTB MEKCETEBOTO
sKpaHa. B MexceTeBoM 3KpaHe T0KHA 00€CIeYynBaThCsl BOBMOXHOCTh PErJIAMEHTHOTO
TECTUPOBAHMS;

7) 3ammra Ha ocHoBe MCD f0DKHA peaau30BBIBATH  CISTYIOIIHC
BO3MOXHOCTH:

—  (¢uibTpanus Ha OCHOBE CETEBbIX aJPECOB OTIIPABUTEIS MOTyUYaTeNs;
—  JIOKaJbHasl CUTHAJIM3ALUS MONBITOK HAPYIIEHUS PaBUJl QUIIbTPALINH;
8) MCD noykeH ObITh UCIOIB30BaH ISl
— OFpaHUYEHMUS WIM 3alpelleHHs] JOCTyna XOCTOB BHYTPEHHEHW CETH
K cepBUcaM BHelHen cetu «MHTepHe;
— OrpaHUYEHMs JOCTyIa BHELIHUX MOJb30BaTelIell K BHYTPEHHUM pecypcam
cetu [lorpeburens;

9) Hns oOecnieueHuss uWHPOpMAIMOHHOW O€30MacHOCTH MpU  OOMEHE

uHpopManueit Mexay BHyTpeHHuME nojcetssmu ECII/] nomknb! yecranaBnuBaTeess MCO

Ha CTBIKE y3JI0B CCTH, CO3aBas P 3TOM AOMOJHUTCIILHBIC TOYKW KOHTPOJA JOCTYIIA,
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KOTOpBIE€ JTOJDKHBI O0€cTeunBaTh OTPAHWYCHUE CIOCOOOB B3aWMOJCHCTBUS MEXKITY
CErMEHTaMHU CETH.
5.7. KommnoneHnT «Opranm3zanusi kanaua L2.

5.7.1. Hazuauenne KommoneHTa.

KomrmoneHT Yciyr cBsizu 10JKEH 00ecreuyrnBaTh OPraHu3aluio KaHala CBSI3U OT
00beKTOB 00pa3zoBarenbHbIX opraHu3amnmii k Toukam npucoenunenus ECILJ] o cetu
Omneparopa.

5.7.2. TpeboBanus k KOMIIOHEHTY:

1) OpranuzoBaHHblE KaHalbl CBSI3M  JOJDKHBI  NPEACTABIATH  cOOOM
BBIJICJIEHHYIO CE€Th, IOCTPOCHHYIO Ha 000opynoBaHuu Oneparopa;
2) OpraHu3oBaHHBIC KaHAJBI CBA3U JIOJDKHBI OBITH CO3/JaHBI C UCTIOIB30BAHUEM
TE€XHOJIOTUH:
— BOJIC;
— CIIyTHUKOBBII KaHAJI CBSI3H;
— HWHBIE TEXHOJOTUU, 00ECIICUNBAIOIINE HANOOJIBIIIYIO TaPAHTUPOBAHHYIO
CKOPOCTh MOAKITIOUECHHS.
[IpuopureTHoil TEXHONOrUEN NOKIIOUeHHs] 00BeKTOB sBisieTcst BOJIC.

3)  OpranuzoBaHHBIC KaHAJBI CBA3U HAYMHAIOTCS HA 00opynoBanun OnepaTtopa
Ha 00beKTe 00pa30BaTEIHLHOM OPraHU3allMy U 3aKaHUYUBAIOTCA B TOYKe MPUCOETMHEHUS
ECIIL;

4)  Opranu3oBaHHBIC KaHAJIBI MOTYT OBITh YACTUYHO OPTraHU30BAHbI U€PE3 CETH
aJlbTEPHATUBHBIX OINEPATOPOB, MPU ITOM TOUKHU CcompshkeHus cereid Onepatopa H
aJbTEPHATUBHBIX OMEPATOPOB MOTYT HE coBnaaaTh ¢ Toukamu npucoeauuenus ECII/L;

5)  Opranu3oBaHHbBIC KaHAIIBI CBSI3H MOTYT OBITh MPEOCTABJICHBI B BUJIE:

a. BBIJICJICHHBIX KaHAJIOB [JII OJHOTO O00BEKTa 00pa3oBaTEILHOMN

OpraHu3alluy;

b. BUC ob0benuHsromux HECKOIbko 00bekToB. B pamkax takmx BUC
JIOJDKHO OBITh UCKIIFOYEHO B3auMojieiicTBUe 00bekToB, Munyst ECIT/I;
6) OpraauzoBannbie kaHaibl cBs3u (BUC) MoryT ObITh peann3oBaHbl HA BTOPOM

WIK TpeTbeM ypoBHe ceteBoil monenu OSI mpu ycrnoBum coOt0eHus BCeX MPOUYMX
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TpeOoBaHuii Hactosuiero T3;
6) OpranuzoBaHHbIE TUIsL JOCTyna K ECII KaHaJIbl
HE Tpe/IHa3HaueHbl )i Nepeaun BUIe0-TpapuKa;

7)  OpraHu30BaHHBIE KaHABI JOJIKHBI MPEIOCTABISITH KAK MUHUMYM 3 KJlacca
KauecTBa 00CITyKuBaHUs TpaduKa;

8)  CHyTHUKOBBIEC KaHAJbI CBSI3H JUIsl 00bEKTOB 00pa30BaTEIbHBIX OPraHU3aUN
MOTYT OBITH OPTaHNU30BAHKI C MCITOIH30BAHUEM TapAHTUPOBAHHOM ITOJIOCHI TIPOITYCKAHUS
(CIR) unmu ¢ mMakcuMajabHOW (HerapaHTUpOBaHHOW) mosocoi mpomyckanus (MIR) (B
COOTBETCTBHHM C TEXHUYECKON BO3MOKHOCTBHIO O0OpPYAOBAHHUS CIYTHHKOBOW CBSI3M Ha
OOBeKTe), TpH ATOM JOJHKHA 00€CTIeUnBAThC MHHMMAIBHO JOMYCTHMAs MPOIYCKHAs
CIIOCOOHOCTH, YKa3aHHas B myHkTe 5.7.3 T3.

5.7.3. TpeboBaHU K OPOITYCKHOU CITIOCOOHOCTH.

OpraHu3oBaHHBIE KaHAJIBI JOJDKHBI 00ecieunBaTh CKOPOCTh Mepeaun JaHHBIX B
COOTBETCTBHUHM C biaHkoM 3aka3a.

JIns  COYTHHUKOBBIX  KAaHAJIOB  CBS3M, OpPraHU30BaHHbIX Ha  0OOBEKTax
o0Opa3oBaTebHBIX OpraHHu3aluii c UCIIOJIb30BaHUEM MaKCUMaJIbHOU
(merapanTupoBaHHO#M) moniockl mponyckanus (MIR), nomkHa oOecrneunBaThCS
MUHUMAaJIbHAs TapaHTUPOBaHHAs CKOPOCTh JocTyna — 1 MOuT/c mo HampaBIeHHIO
«OT»/«K» 00pa30BaTEIBHON OpTraHU3aIIH.

5.8.  Kommnonent «Ilepenauya nannbix L2»

5.8.1. Hazuauenue KommnoneHTa.

KoMnoHeHT nomkeH oOecrneduBaTh IepeAady [AaHHBIX OT 00Opa3oBaTeIbHOM
opranuzanuu K Touke (Toukam) npucoenunenus: ECII/I.

5.8.2. TpeboBaHUS K IPOITYCKHOMU CITOCOOHOCTH.

OpranuzoBaHHbIE KaHAJbI JOJDKHBI 00€CTIeYrMBaTh CKOPOCTh Nepeadyn JJaHHBIX B
COOTBETCTBMH ¢ biiaHkoM 3akasza.

Jlnst  COyTHUKOBBIX  KaHAJIOB  CBSI3M, OPraHM30BaHHBIX Ha  OOBEKTax
00pa3oBaTeIbHBIX OpraHu3aIui c HCIIOJIb30BaHUEM MaKCHMaJIbHOU
(merapanTupoBaHHO) Tosiockl mpomyckanus (MIR), nmomkHa obGecnednBaThHCS

MUHUMAaJbHas rapaHTUpPOBaHHAs CKOPOCTb JocTyna — 1 Mobwurt/c
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0 HAIIPABJICHUIO «OT»/«K» 00pa30BaTEIbHON OpraHu3alluu.

5.8.3. TpeboBaHMs K KQUECTBY OOCIIYKUBAHUS.

B pamkax mozenu ¢ 3 kinaccaMu oOCITy>KMBaHUS MIPH mepenade Tpaduka Mexmay
00pa3oBaTeNbHBIMU OpraHU3alusaAMH U y3110M OnepaTtopa A0HKHA MOJAEPKUBATD:
—  Kimacc 1 — Tpaduk npunoxkeHuii peasbHOro BpeMeHH (ToJ0C, BHUJEO),
KPUTUYHBIN K MOTEPSIM MAKETOB, 3aJIEPKKaM U KOJICOAHUSIM 3aJICPIKKU;
—  Kiacc 2 — tpaduk KopropaTuBHBIX HHPOPMAITMOHHBIX CUCTEM, KPUTHYHBIN
K 3aJ€p>KKaM U MOTEPsIM;
—  Knacc 3 — tpaduk, HekpuTHUHBIA K 3aaepkkam («HTepHET», pa3iuyHbIe
CETEBBIE CITY>KOBbI).
Knaccudukanus Ttpaduka [OMDKHA OCYHIECTBIAThCA A Kaxkaoro L2-makera
B OTJICJIBHOCTH, B COOTBETCTBUHU CO 3HAYEHHUEM €ro 3arosioBkoB 802.1p, kak yka3zaHo

B CJIeAyIoleH Ta0IuIIe:

Tun Tpaduka 3HaueHUE 3aroJioBKa

Kiacc 1 5(VO)

Knacc 2 3 (CA)

Kiacc 3 Default (;iroOb1e 3HaUeHUS, OTIUYHBIEC OT KiaccoB 1 u 2)
[Ipumevanus:

— IIpn nepenade maHHBIX Yepe3 KaHal CB3U 3aroioBok 802.1p He moikeH
U3MEHSTBCS.

- IIpu mnpeBbiiennn Ttpadukom Kiacca 1 mnpomyckHOW crnocoOHOCTH,
ycTaHOBJIEHHOM Ha mopTy s Kiacca 1, momkeH mpou3BOIUTBCS cOpPOC IMAaKeTOB
¢ kauvectBoM Kiracca 3; mpu mnpebimieHun Ttpadukom Kiacca 2, mpomyckHOM
CIIOCOOHOCTH, YCTaHOBJIEHHOW Ha nopty aia Knacca 2, — cOpoc makeToB ¢ KayeCTBOM
Krnacca 3; nmpu npesbimennn tpagukom Kiacca 3 mpomyckHOM criocoOHOCTH TopTa —
cOpOC MaKETOB.

— [TapameTpsl KauecTBa mepenayu L2-makeToB yepe3 KaHasl CBA3U JIOJIKHBI

YAOBJICTBOPATH CIICAYIOIIUM Tp€6OBaHI/I$IMI
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l'apanmupogannvle 3naueHuss napamempos Kauecmea nepeoaiyu  OAHHBIX
no KAHauam cesa3u om oopazosamenvuvix opeanuzayuil k Toukam npucoeounenus ECII/,
opeanuzosantvim no BOJIC:

Tun [IponeHT moTepsHHBIX 3ajiepiKa nepesain Bapuanus 3agepxku,
L2-makeToB B 0HY
Tpaduka L2-nakeroB, He Oomee He Oonee
CTOpPOHY, HE boJiee
Knacc 1 0,2% 15 Mmc 10 mc
Kiacc 2 0,2% 20 mc HE HOPMUPYETCS
Kiacc 3 5% 25 Mc HE HOPMUPYETCS

Cpedﬂecmamucmuqecmte yeneevle 3HAYEHUA napamempoe Kavecmed nepedaqu

OAaHHBbIX NO  KaHalam

ceA3U  om 06pa306ameﬂbelx opeaHu3auub7 x  Toukam

npucoeournenus ECII/], opeanu308anubim ¢ UCHONIb30BAHUEM CHYMHUKOBBIX TUHULL CBSA3U -

Tun [IponeHT MoTepsHHBIX 3aliepikKa nepesain Bapuanus 3agepxku,
L2-nakeToB B 01HY
Tpapuka L2-nmakeToB, He Ooiiee He Oonee
CTOPOHY, He boJee
Knacc 1 0,5% 500 mc 50 Mmc
Kiacc 2 1% 550 mc HE HOPMUPYETCA
Kunacc 3 5% 600 mc HE HOPMUPYETCS

Cpeduecmamucmuqeacue yejiesovle 3HAYEeHUA napamvempos Kadvecmeda nepedaqu
OAHHBIX NO KAHALAM  C653U  Om O6pa306am€]lele OPZGHMS’CH/;L{ZZ k Toukam

npucoeournenus ECII/], opeanuzoseannvim no Unvim mexunonocusim

3azepKKa nepenaun
Tun [IpoueHT noTEpSHHBIX ey pea Bapuanus 3agepxku,
L2-nakeToB B O1HY
Tpaduka L2-makeToB, He Oosee He Oomee
CTOpPOHY, He OoJiee
Kmacc 1 0,5% 100 mc 50 mc
Kiace 2 1% 200 mc HE HOPMUPYETCS
Kiacc 3 5% 300 mc HE HOPMUPYETCS
6. Ilopsitok KOHTPOJISI Ka4yecTBa Y CJIYT CBA3HU
6.1. Jlns oOBEKTOB, KOTOPHIM OKA3bIBAIOTCS Y CIIYTH CBSI3H, HATMYKE JOCTYIIA K

UH(OPMAIIMOHHBIM CHUCTEMaM M CETH

«HTEpHETY

Ha OOBEKTEe OmpeaeseTcs

AbonenTom mnocpenctsoM Komronenta «MOHUTOpUHT M oOecniedeHre Oe30MacHOCTH
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CBA3M». EjKeMeCsIlUHO B CpOK, YCTaHOBJIEHHBIN JloroBopom, OmnepaTop nmpenocTaBiser
CBOJIHBIM AaKT O IIPEpPhIBAHUM B NPEAOCTABICHUU YCIYr CBA3M M OTYET O
(YHKIIMOHUPOBAHUU DeMeHTa « MOHUTOPUHT [TapaMETPOB KaueCTBa MPEAOCTABISIEMbIX
yCIIyr», Ha OCHOBAaHUU KOTOPBIX AOOHEHTOM OCYIIECTBIISIETCA KOHTPOJb OKAa3aHWUs
Yenyr cBs3u.

6.2. Omuiara Ycayr cBA3U OCYHIECTBISIETCS 3a (PaKTUUECKU OKa3aHHbIE Y CIIyTH

CBsI3H, TIpelycMOTpeHHbIe biankom 3akaza. [Ipu aToMm pacdeT ctTouMocTH (HaKTHIECKU
OKa3aHHBIX YCIYIHM CBSI3M MO KOMIOHEHTaM Yciyru cBsa3u «llepemaua gaHHBIX» U
«Ilepenaya gannsix L2» (nanee — Ycmyru) ocyuiectsisiercs AOOHEHTOM Ha OCHOBaHUU
OT4yeToB 0 (PYHKIIMOHMPOBAHUU OJjieMEeHTa «MOHUTOPHHI MapaMeTpoOB KayecTBa
IIPEIOCTABIISIEMBIX YCIyD» COIVIAaCHO yciaoBusAM Jlorosopa, mnpeaycmMaTpyBarOIUM
a0OHEHTCKYIO CUCTEMY OIUIaThl U3 pacueTa 3a 1 kajneHaapHbId mecsail. B ciyuae, ecnu
VYeayru cBsizu (aKTHUECKH OKa3bIBAIMCH HEIOJHBIA KaJleHAApHBIN Mecsll, CTOUMOCTb
VYeayr cBs3u NOJIKUT nepepacueTy AOGOHEHTOM IO CIIEAYIOIIeH popMmyiie:
C = T-(T/A1) x (Ls+]Tup)), rae:

C — ctouMocTh YCIIyTH CBSA3U B PACCUUTHIBAEMOM MECSILIE;

T — IleHa equHUILIBI Y CIYTH CBA3U;

J1 — KonnuecTBO KaJICHAAPHBIX THEH OKa3aHUsl Y CIIYT CBSI3M B MECAIIE;

JIH — KOJIMYECTBO JHEU, Korja Y CIyrd CBSI3M HE OKa3bIBAIUCH (3a UCKIIFOYEHUEM
JTHEW MPEBBILICHUS] BPDEMEHU HEJIOCTYITHOCTH Y CIIYTH NpU €€ BoccTaHoBIeHuu (Jnp);

Jnp - KOJMM4ecTBO JTHEW MPEBBIMICHUS BPEMEHU HEJIOCTYIHOCTH Y CIIYTH TIPU €€
BOCCTaHOBJICHUUY;

Hnp=B4/24 (oxpyriieHHOE B OOJBIIYI0 CTOPOHY JI0 LIEJIOTO HATYPaJIbHOTO YKCIIA);

B4 — BpeMst npeBBIIIEHUS OIYCTUMOTO BPEMEHH MPOCTOSL Y CIIYTH B MECHILI;

B4 = B2-B3;

B2 — o0miee QaxTrueckoe BpeMs MepepbiBa B MPEIOCTABICHUN Y CIYT CBSI3U B
KaJICHapHOM MeECsIe B pad04YMX YacaxX, KOTOPOE PaBHSACTCS BPEMEHH HEIOCTYITHOCTH
Ycnyr cBs3u 0e3 yuera:

- paboT Ha o6opynoBaHuu Oneparopa, BBIIOJIHAEMBIMU T10 3anpocy AOOHEHTa;
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- HeucmnpaBHocTel obopynoBanus [lotpedurens;

-neiictBuii  [loTpeOuTteneil, BBI3BAHHBIX B TOM  4YHUCJIE OTKIIOYCHUEM
aneKTponuTanus oodopynoBanus Oneparopa;

B3 — nonyctrmoe BpeMs MPOCTOS yCIIYTH B MECSILL;
B3=(24*11)-0,98*(24*11).
B cnyuae eciiu B2 menbiie unu pasHo B3, Jlnp npupaBHsieTcs K HYJIIO.

6.3. Mcnonuenue OrnepaTtopoM o00s3aTenbcTB 1o JloroBopy cuuTaercs

HEHAJJIeXkKAIUM B ciydae, eciin koddduiment noctynHoctd Yceayr Kn o0mmii 3a

pacueTHbIN niepuo cocrasisier menee 0,9.

6.3.1.1. Jlist pacuera xkoddduimenra nocryrmaoctd Ycayr ¢sa3u Ka oo

UCIIONb3YyeTCs clieaytonas Gopmyra:

%1
Kn o6muii = (Z (Kn,))/M

rue:
Kn — kosdduimenT noctynHoctd Yceiayru CBA3M MO OOBEKTY 3a KaJeHIapHBIM

MECSII, PAaCCUUThIBAEMbIH 0 popmyIie:

_ (24 vacax /11) — B1 — B2

K 24x]11 — B1

b

1 — KOMMYEeCTBO KAIEHAAPHBIX JHEW OKa3aHUs Y CIYT CBA3U B MECSIIE;

M — KonudecTBO 00BEKTOB, KOTOPBIM OKa3bIBAIOTCSl Y CIYTH CBSA3U B PAaCUETHOM
KAJICHIAPHOM MECSLE;

B1 — o0uiee pakTuyeckoe BpeMsi TEXHOJOTUYECKHUX MEPEPHIBOB 32 KaJlCHIAPHbBIN
MECSIl B Yacax, BbI3BAHHBIX:

- POBEACHUEM TUTAHOBBIX MPO(UIAKTUYECKUX PadOT.

OrnepaTop IpPOBOJUT TEXHOJOTHUECKUE MEPEPHIBBI B MOPAJIKE, TPEAYCMOTPEHHOM
PernaMeHTOM TeXHHUYECKOUN MOAJIEPKKH MPU OKa3aHUM Y ciIyr cBsi3u. CymMmapHoe Bpemsi
TEXHOJIOTUYECKHUX MEPEPhIBOB HA 00BEKTE HE OJKHO MPEBBILIATH AJIA J1000# Yciyru

CBs13U 6 (11I€CTh) YaCOB B TEYEHHUE KaJIEHAAPHOTO MecsIia.



45

B2 — o6mee QakTuueckoe BpeMs MepephiBa B MPEJOCTABICHUH Y CIYT CBS3U B
KaJICHIAPHOM MeCsIe B pabounx dacax, KOTOPOE PaBHSIETCS BPEMEHU HEIOCTYITHOCTH
Ycayr cszu 0e3 yuera:

- pabot Ha obopynoBanuu OrnepaTopa, BEITOIHIEMBIMH 10 3anipocy AOOHEHTa;

- HeucnpaBHOCTENH 000py10BaHrs AOOHEHTA;

- neiictBuii  [loTpeOuteneld, BBI3BAHHBIX B TOM YHCIE  OTKIIOYCHUEM

aneKTponuTanus ooopyaoBanus Oneparopa.

[lopsimok  OTKPBITHST W 3aKpbITUS MHIMIECHTOB JUIsl pacuyera BpPEMEHH
HEJIOCTYITHOCTH YCIYI CBSI3U OIpENEsieTcs B COOTBETCTBUU C PermaMmeHToM
TEXHUYECKOW MOACPKKU MPHU OKazaHUM Y CIyr cBsizu. Bpems HemocTymHOCTH Y Cliyr

CBA3H, paCCUHUTAHHOC B COOTBCTCTBHH C PernameHTOM TEXHUYECKOU MMOOACPKKH IIpHU

OKa3aHWM Y CIYT CBS3H, U KOdQdUmeHT goctynHocT Y eayr Kin o6mmii onpeaensitorcs

Ha OCHOBaHHUH CBOI[HBIX aKTOB O IIPEPHIBAHUHU B IPEAOCTABICHUM Y CIIYT CBSI3M.
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